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REZUMAT. Articolul pune în evidenţă principalele trăsături ale platformei de dezvoltare Java care fixează acest limbaj 
de programare în topul preferinţelor dezvoltatorilor independenţi: serializarea, reflectarea, interfaţa grafică şi de reţea. 
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ABSTRACT. This paper highlights the main features of the Java development platform that ensures the most popular 
programming language for independent developers: serialization, reflection, network and graphic interface. 
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1. INTRODUCTION 

Sockets were introduced in the BSD Unix system 
distribution, now standard on all computers running 
under this operating system. It defines network 
protocols and how IP and TCP headers are formed 
and added to Ethernet frames. This allows sockets to 
access network devices (NIC) to communicate using 
streams of characters/bytes or packets of data 
according to TCP/IP. After their implementation, the 
first category requires the establishment of permanent 
client-server connections, the second category being 
considered connection independent. Because of this 
advantage, development of Internet-based com-
munication is based on datagrams. A special case is 
the RAW socket type for communication outside the 
TCP/IP stack. Identifying frames is done by the 
network card MAC serial and the method is used by 
the package sniffers (e.g. BPF) and other aggressive 
network instruments based on data link connections. 

An interesting example of treating server events is 
the exponential backoff algorithm [Stevens & al., 2005] 
that increments the time between two successive client  

requests for connection when the maximum number of 
connections to the server is reached. 

2. JAVA OBJECT MESSAGING 

Object language evolution led to approach networking 
after this paradigm. Thus, data packets are treated 
conceptually as messages encapsulating both data and 
their processing methods. In this context, new standards 
and protocols emerged such as RPC, RMI and SOAP 
which group functionality and properties in the same 
message. After [Cadenhead & al., 2003], Java virtual 
machine is based on the BSD approach of data 
communication so it implements the standard interface in 
the development of network applications. Ensuring data 
persistence is the responsibility of host mechanisms of 
serialization and data marshalling corresponding to 
passing arguments by value respectively by reference. 

The method writeObject () in ObjectOutputStream 
class (java.io package) allows an object instance to be 
written to disk as a file object. This class requires a 
constructor argument of stream type with a specified path 
to the disc: 

 

Message mess = new Message(); 
FileOutputStream fo = new FileOutputStream("message.dat"); 
ObjectOutputStream oo = new ObjectOutputStream(fo); 
oo.writeObject(mess); 
oo.close(); 
 

The method readObject () of the ObjectInputStream 
class (java.io package) allows reading the serialized 

form on disk of a file (e.g. Message.obj) belonging to 
the object instance: 

 

FileInputStream fi = new FileInputStream("message.obj"); 
ObjectInputStream oi = new ObjectInputStream(fi); 
Message mess = (Message) oi.readObject(); 
oi.close(); 
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Some object attributes can be excluded from 
serialization using the transient modifier before decla-
ratory variable. This method allows encapsulating only 
the message properties necessary for data communi-
cation process between client and server. 

The object-message delivered to the server should 
be inspected to identify methods and encapsulated 
attributes. The method getClass() inherited by all Java 
objects returns the class type from which the object 
belong. Once the class have been found its methods are 
returned with getDeclaredMethods() from the package 
java.lang.reflect. 

To achieve the overall network applications (other 
than java.rmi) socket class is used similarly to UNIX 
platforms, less descriptors attached to them. An 
instance of this type is obtained by invoking 
constructor parameters host name and port number. 
Methods getInputStream() and getOutputStream()  
for the returned object,  allows read/write from/to the  

socket buffer. Socket server invokes the method 
accept() to accept connection requests coming from 
client hosts. 
 
Socket so = new Socket(host, port); 
so.setSoTimeout(20000); 

3. CASE STUDY 

We suppose to build a text messaging service (or 
chat) based on the exchange of object-messages. In 
this respect we design a client-server architecture that 
allows transmission of data on the base of reflection, 
transformation and combination of messages (see 
Figure 1). 

For the transmission of objects between two hosts 
we choose the next sequence that transfers the object 
serialized form to the mess server socket: 

 

ObjectOutputStream oo = new ObjectOutputStream(so.getOutputStream()); 
oo.writeObject(mess); 

 
where the class object mess has been defined above as 
in the class diagram from Figure 2. 

Object-message is created by calling the method 
createMessage() of Message class: 

 
mess.createMessage(from.getText(), to.getText(), now, text.getText()); 

 

 
 

Figure 1. Flux diagram of object messaging system. 
 

Message 
from :String 

to :String 
data :Date 
text :String 
createMessage() 

 
Figure 2. Message class diagram. 

 
According to [Bloch, 2002], the preferred method to 

initialize member variables (attributes) to a constructor 
with arguments is a creating method, especially in the 
case of object serialization. 

The default de-serialization is achieved on server-
side without knowing the type of the received object. 
The server will identify the message class attributes 
through reflection and create an instance of object-
message type on run-time: 

Class msg = msss.getClass(); 
Field fieldlist[] = 
msg.getDeclaredFields(); 
Object obj=null;          
obj = msg.newInstance(); 
for (int i = 0; i < fieldlist.length; i++) { 
Field fld = fieldlist[i]; 
fld.setAccessible(true); 
fld.set(obj, fld.get(msss));} 

 

A dangerous situation occurs when the server 
method readObject() receives as argument a stream of 
bytes maliciously designed to compromise the Message 
class invariants (ex. to property). Bytes serialization 
stream format is described in [WWW1].  

For the Message instance ms described in Table 1, 
the hexadecimal form is as follows: 
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0xed, 0x5, 0x72, 0x7, 0x65, 0x73, 0x67, 0xf, 0x71, 0xd6,  
0xb7, 0x2, 0x4, 0x0, 0x66, 0x6f, 0x74, 0x12, 0x6a, 0x76,  
0x2f, 0x61, 0x67, 0x53, 0x72, 0x6e, 0x3b, 0x0, 0x74, 0x78,  
0x71, 0x7e, 0x1, 0x0, 0x74, 0x71, 0x7e, 0x1, 0x0, 0x77,  
0x65, 0x74, 0x10, 0x6a, 0x76, 0x2f, 0x74, 0x6c, 0x44, 0x74,  
0x3b, 0x70, 0x0, 0x72, 0x64, 0x74, 0x10, 0x68, 0x74, 0x61,  
0x6e, 0x63, 0x20, 0x61, 0x21, 0x0, 0x69, 0x6e, 0x72, 0xe,  
0x61, 0x61, 0x75, 0x69, 0x2e, 0x61, 0x65, 0x6a, 0x1, 0x59,  
0x19, 0x0, 0x78, 0x77, 0x0, 0x1, 0x4e, 0xc6, 0x78 

  
where: 
 
STREAM_MAGIC = (short)0xaced; 
STREAM_VERSION = 5; 
TC_NULL = (byte)0x70; 
TC_REFERENCE = (byte)0x71; 
TC_CLASSDESC = (byte)0x72; 
TC_OBJECT = (byte)0x73; 
TC_STRING = (byte)0x74; 
TC_ARRAY = (byte)0x75; 
TC_CLASS = (byte)0x76, samd. 

Tabelul 1. Message instance ms 
 

Message ms 
from radu 
text Whatta nice day! 
to ion 
data Date() 

 

In principle, individual bytes can be modified so that 
an attacker to corrupt the message discreetly. A solution 
to eliminate this vulnerability is making backup copies 
of messages to both client and server to check if the 
message is valid: 

 
private static Map<String,Class>  impl = null; 
private static synchronized void MessageMap() { 
if (impl == null) { 
impl = new HashMap<String,Class>(); 
impl.put("mess",Class.forName("Message")); 
impl.put("mess_1",Class.forName("Message_1")); 
impl.put("mess_2",Class.forName("Message_2")); 
}} 
 

A better way than comparing the size in bytes of 
messages (checksum ()) is to use ObjectInputValidation 
interface after the object de-serialization. Register 
Validation() method  rise the InvalidObjectException error 
if the object isn’t validated. 

We create a new instance by calling a creating static 
method getInstance() receiving the string key argument 
associated with the mapped class and returns the object 
instance of that type: 

 
public static Object getInstance(String key) { 
MessageMap(); 
Class c = (Class) impl.get(key); 
if (c == null) return null; 
return c.newInstance(); 
} 
 

that may be called from a derived class Test like this: 
 
Object t = Test.getInstance("mess"); 

The object-message delivery is similar to client 
component by calling the static method get.Message() of 
the Klass class for reflecting an object of Message type: 

 
ObjectOutputStream oo = new ObjectOutputStream(client.getOutputStream()); 
oo.writeObject(Klass.getMessage(msss)); 
client.close(); 
 

To fill the response resp field of the dialog box (see 
Figure 3) is done by invoking the SendMessage() method 

of Client class. It receives as arguments the object-
message itself, host name and service port: 

 

resp.setText(con.sendMessage(mess,"WIN-NJ2UQE*****",4001)); 
 

In conclusion, we highlighted the main features of 
the Java development platform that ensures the most 
popular programming language for developers every-
where in the world.  

Detailed features in this paper used in implementing 
the previous example are:  

1. Serializing objects to ensure persistence 
(java.io.Serializable);  
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2. Object messaging in serialized form in a network 
(java. net.*);  

3. Reflecting message instance attributes to create a 
desired object type at runtime (java.lang.reflection);  

4. Making a necessary component graphical client 
(javax. swing.*;). 

BIBLIOGRAPHY 

1. Stevens & al., 2005, Advanced Programming in the UNIX 
Environment, Second Edition Addison-Wesley Professional 
Computing Series, 2005, ISBN 9780321525949 

2. Cadenhead & al., 2003, Sams Teach Yourself Java 2 in 21 days 
(3rd Edition), Sams, 2003, ISBN 9780672324550 

3. Bloch, 2002, JAVATM Ghid practic pentru programatori avansati, 
Teora, 2002, ISBN 9732004061 

4. www. http://download.oracle.eom/javase/6/docs/platform/ 
serialization/ spec/ protocol.html 

 
 

 

 
 

Figure 3. SWING client interface. 

 
 




