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REZUMAT. Pentru zonele rurale procesul de reformă al sectorului energetic sârb este axat pe optimizare. Această 

lucrare prezintă arhitectura de management-sisteme de monitorizare care folosesc pe scară largă standardele 

industriale acceptate Arhitectura Unificată OPC şi Modelul Comunitar de Informare IEC (CIM). Se propune 

selectarea unor anumite clase specifice CIM din clasele UA adecvate, menţinând în acelaşi timp ierarhizarea claselor 

în ambele modele şi definiţii de funcţii pentru schimbul de date, care au fost create pe baza recomandărilor CIM. 

Combinaţia acestor două soluţii de standarde produce soluţii integrate, rezultând un model de date specializate şi o 

gamă largă de funcţionalităţi. 
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ABSTRACT. For rural areas the reform process of the Serbian energy sector is focused on optimizing. This paper 

presents the architecture of the management - monitoring systems using widely accepted industrial standards OPC 

Unified Architecture and IEC Common Information Model (CIM). It is proposed to extract some specific CIM classes 

from the appropriate UA classes, while maintaining class hierarchy in both models and definitions of the functions for 

the exchange of data, which have been created based on the recommendations from CIM. Combination of these two 

standards produced integrated solution, resulting in a specialized data model and a wide spectrum of functionalities. 
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1. INTRODUCTION 
 

Among the measures set about ccurrent energy 

challenges in Serbia is the access to electricity and 

other energy services, through either grid extension 

or decentralized energy technologies, in both urban 

and rural areas, including main programme 

objectives, impacts and progress. All electricity users 

in Serbia in both urban and rural areas (almost 100%) 

have access to electricity grid. In this period it is 

necessary a good cooperation with neighboring 

countries in energy trade and/or interconnection of 

electricity or gas networks, including through 

transnational pipelines; nature of such cooperation. 

So the Serbian power electricity system is operating 

in parallel, synchronous modes with power systems 

of Romania. Electricity supply from Hungary is 

realized through so called "island" operation 

(Vojvodina becomes a part of power system of 

Hungary).  

Industrial production process demands optimal 

design of the system architecture, particularly in the 

management - monitoring systems. System users’ 

demands have created the need to develop more 

complex systems and multilayer solutions with 

distributed architecture. The difficulty in designing 

such architecture is the number of physical values 

which will be monitored and which enable 

management. Important features of the system are 

size and security of the data, as well as the 

continuous operation of the system that should be 

supported by the architecture of the management - 

monitoring system. Components of such systems 

have been developed by various manufacturers and 

care must be taken to standardize message formats 

and data exchange methods. 

 

Research in this paper has an objective to define 

software architecture of the management - 

monitoring systems which are capable of recording, 

keeping and processing of the data values in the 

satisfactory timeframe. Existing architectures and 

software technologies are analyzed and proposal for 

improving architecture and standards applied in this 

field is given. 



Implementation of the architecture creates 

conditions necessary to manage large number of 

values and application of the appropriate standards 

integrating systems into a wider management 

framework on the enterprise level. This result in the 

hypothesis It is possible to manage large number of 

values, with acceptable performances, by creating the 

appropriate software architecture for the large 

management - monitoring systems.  

User demands, dictating the number of values 

which require monitoring and management in 

management - monitoring systems, continuously 

grow and they are: maintenance, planning, invoicing 

subsystems, resource management subsystems etc. 

All this leads to increased need for computing 

resources, which leads to rising implementation 

costs, system maintenance and use of the existing 

resources. Existing research focuses on the 

optimization of the not only a single computer 

resource – processing power, but also on the 

management of a wider array of computer resources. 

 

 

2. INTEGRATION STANDARDS IN THE 

MANAGEMENT – MONITORING 

SYSTEMS 
 

Problem in each distribution system is 

integration of the components produced by software 

manufacturers at various times. Integration of two 

Smart Metering subsystems, provided by two 

manufacturers and produced at different times, would 

create significant problems [7, 8]. This issue further 

emphasizes the extreme significance of defining the 

interface and data model which will be used during 

the exchange of data. Proposed data models will 

undergo various changes in the future and 

adaptability of these solutions is important. It is 

necessary to define data model and interfaces in such 

a way to make them relatively easy to upgrade with 

new objects and functions, without endan-gering the 

work of the already existing systems [2,3].  

OPC Unified Architecture (UA), which covers 

the field of industrial applications and define 

interfaces which are generic to a higher degree [4]. 

Functions defined in the UA specification (in the part 

4) address wide spectrum of activities such as: access 

to momentary values, access to historical values, 

alarms etc. 

A solution has been proposed to combine these 

two standards, to extrapolate some CIM 

specifications from the relevant UA classes, while 

trying to maintain hierarchy of classes in both models 

and functions for data exchange had been defined 

according to the recommendations from CIM. 

Integrated solution with special data model and wide 

spectrum of functionalities has been created by 

combining these two standards. 

 

3. DATA MODEL  
 

Third part of the UA specification defines object 

model which can be used for modeling wide 

spectrum of various industrial facilities [1]. Data 

model is comprised of Node classes. Class of the 

proposed model contains joint attributes of all classes 

such as: identifier, name, description and path. Model 

also contains other classes which are important for 

MDS systems: ObjectNode (elementary class for 

physical objects) and VariableNode (which can be 

used to model all quantifiable values). 

MeteringReading contains the group of values 

obtained from a single meter. Reading class models a 

single measured value (which has been derived from 

the MeasurementValue class) and it contains data 

about the measured value, time when the measu-

rement was taken and quality of the measurement. 

Proposed interconnection of these two models’ 

class hierarchy (CIM and UA), results in placing UA 

classes on a higher hierarchy level. These two classes 

are more generally envisioned in comparison to the 

CIM standard classes. Figure 2 shows proposed 

solution for connection of these two models. All 

physical objects have been derived from the UA 

ObjectNode class, logically necessitating the fact that 

CIM Asset class must also be derived from that class. 

Following the same logic, CIM class 

MeasurementValue has been derived from the UA 

class VariableNode. CIM class IdentifiedObject and 

UA class Node have the same collection of attributes 

and they can be unified in a single primary class for 

both models. Consequently, all other classes can be 

derived from this primary class: MeterRading 

directly and Asset and MeasurementValue from the 

ObjectNode and VariableNode, respectively. 

 

4. INTEGRATION INTERFACE 
 

UA specification defines access to the momentary 

and historical values, data model change, as well the 

search of the address space. All interfaces are 

designed in such a way to support the latest standards 

in providing data transfer security. They are grouped 

into service sets and it is possible to implement only 

the subset of these services needed for the specific 

application. Key differences between OPC UA and 

previous OPC specifications are: 

I. OPC UA defines unified data model and 

simplifies the design of the system based on 

the UA specification. Previous versions of 

the specification defined separate models for 

each specification (DA, HDA, AE) [9]; 

II. OPC UA allows dynamic addition and 

removal of the values (which was 

impossible in the previous versions). 
III. Values themselves can be grouped into 

views and the various access privileges can 

be defined for different users. 



 

 
 

Figure 1. Proposed CIM and UA model for MDM systems 

 



 

OPC UA definitions of the set descriptions are: 

 Discovery Service Set – defines services which 

enable the client to discover endpoints 

implemented by the server and to apply the 

necessary access rights for each endpoint 

 SecureChannel Service Set – defines services 

which enable the client to create secure 

communication channel and maintain integrity of 

the data exchanged with the server 

 Session Service Set – defines services which 

enable client authentication and creation of the 

secure server session 

 NodeManagement Service Set – defines services 

which enable the client to modify, add or erase 

values from the address space  

 View Service Set – defines services which enable 

the client to search the address space of the 

server, including the sub - spaces called the 

views  

 Query Service Set – defines services which 

enable the client to obtain subset of the values 

from the address space or the view 

 Attribute Service Set – defines services which 

enable the client to read or change values, 

including historical values 

 Method Service Set – defines generic functions 

which enable methods activation on the server 

 MonitoredItem Service Set – defines services 

which enable the client to create, change or erase 

monitored values. Monitored values are those 

values for which client wants to receive change 

notifications without the requirement for 

continuous values readout 

 Subscription Service Set – defines services 

which enable the client to create, change or erase 

subscriptions for sets of the monitored values.  

 

CIM standard creates conditions for integration 

of various software solutions for electrical energy 

distribution systems based on CIM. Based on the 

CIM standard, it is possible to separate part of the 

model which needs to be implemented and to create 

profiles. CIM standard is proposed by Electric Power 

Research Institute (EPRI), which is responsible for 

creating procedures and templates for documents 

used for creating profiles [5]. 

 

Along with definitions of the methods for 

creating the profiles, existing documents define the 

rules for naming functions based on the actions 

performed by these functions. Functions used for 

obtaining values begin with Get, functions used for 

creating new object begin with Create, while 

functions used for modifying object values begin 

with Update. Functions defined in such a way can be 

grouped into UA function sets. To meet the needs of 

the MDM system development, the following 

functions sets have been proposed: 

 MeterAsset Service Set – contains functions for 

operations with meters (MeterAsset), e.g. 

addition, change and meter removal. 

 MeterReading Service Set – contains functions 

for work with values (MeterReading), e.g. 

readout, change and removal of the measured 

values. 

 Event Service Set – Implements the interface 

which enables MDM system to transmit to the 

clients the events to which they are subscribed 

for. Some of the possible events are: change of 

the meter attributes (MeterAssest changed), 

addition of the new meters to the system (Meter 
Asset added), removal of the meter from the 

system (Meter Asset Deleted) etc. This service 

set is implemented using Publish–Subscribe 

communication model [5]. 

 

Proposed unified architecture for MDM systems 

combines the best features of both systems (CIM and 

UA) by working with the unified data model. Since 

two communication models are used, 

Request/Response model and Event-Listeners model, 

this architecture is suitable for a wide spectrum of 

applications and it can be easily configured and 

adapted for small, medium and large electrical energy 

distribution systems. It is important to stress that 

computer resources (memory usage and other 

computing resources) are not additionally strained by 

unification of these two object models. 

 

4. CONCLUSIONS 
 

In Serbia the main goals of Energy Policy are 

increase of overall sector efficiency, security of 

energy supply, introduction of competition and 

compliance with relevant stipulations of EU Acquis 

Communitaire while following principles of 

sustainable development. The energy policy is 

pursued through the implementation of the Energy 

Sector Development Strategy, the Strategy 

Implementation Program and the Energy Balance. 

Primary hypothesis of this work was that it was 

possible, by creating the appropriate software 

architecture for the large management - monitoring 

systems, to accomplish management of the large 

number of values while maintaining acceptable 

system performance. Management - monitoring 

system architecture has been presented, which 

enables quick component development, solution 

scalability and easy maintenance, in special for rural 

areas. 
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NOTATIONS 
 

UA - Unified Architecture;  

CIM - Common Information Model;  

AMI - Advanced Metering Infrastructure;  

AMR - Automatic Meter Reading;  

EMS - Energy Management System;  

DMS - Distribution Management Systems;  

MDM - Meter Data Management;  

CMS - Consumer Management System;  

OMS - Outage Management System;  

WMS - Work Management System;  

ESB - Enterprise Service Bus 

 

 


