
 A Detectors-based Approach for Biometric Identification Systems 

 
TELECOMUNICAŢII ● Anul LV, nr. 2/2012 41 
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Rezumat. Articolul prezintă o soluţie inovativă pentru 

clasificarea datelor biometrice, soluţie bazată pe 

aplicarea mai multor detectori. Abordarea vizează 

problema preciziei identificării biometrice, deoarece 

ratele erorilor la identificare în sistemele biometrice 

actuale sunt încă mult mai mari decât în cazul 

aplicaţiilor de verificare. Metoda propusă se bazează 

pe o ierarhizare a deciziilor în care primul nivel constă 

dintr-un număr de detector rulând în paralel pentru 

recunoaşterea anumitor persoane de interes. Al 2-lea 

nivel al ierarhiei conţine o schemă de fuziune locală 

post-clasificare pentru celelalte identităţi, în funcţie de 

rezultatele primului stadiu de detecţie. Metoda este 

utilă atât pentru sisteme biometrice unimodale cât 

şi multimodale, şi în particular pentru aplicaţii de 

identificare pe scară largă.  

Cuvinte cheie: detector, fuziune locală, ierarhie de-

cizională, identificare. 

Abstract. The paper presents a novel approach for 

biometric data classification, based on multiple 

detectors. This approach is dealing with the  iden-

tification accuracy challenges as much as the 

identification error rates are still more higher than for 

biometric verification applications. The proposed 

methods is relying on a decision hierarchy in which 

the first level is resulting from more parallel running 

detectors for the focused identities to be recognized. 

The 2nd hierarchy level  contains a local post-clas-

sification fusion for the other identities, depending on 

the 1st stage detection results. The method is useful 

either for unimodal or for multimodal biometric 

systems and especially for large-scale identification 

tasks. 

Keywords: detectors, local fusion, decision hierarchy, 

identification. 

 

 

1. INTRODUCTION 

The1actual concerns in biometrics are still 

focusing on identification accuracy improvement, as 

much as these kind of biometric applications are 

much more less accurate than the verification ones. 

Although  most of the actual designed and deployed 

biometric systems are based essentially on matching 
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score similarity computing, their accuracy for identi-

fication tasks is still a challenge [1, 14]. On the other 

hand, the biometric identification could be handled 

as a multi-class problem. A lot of researches were 

performed in order to design and develop more 

accurate system based on learning machine tech-

niques and statistical pattern recognition models [2, 

5, 6]. However, the results of these approaches are 

still strongly dependent on the available data which 

are used to design the biometric classifiers. These is 

an important challenge especially for multimodal 
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biometric systems, as much as for each of the en-

rolled persons should be generated more biometric 

templates in order to train the suitable classifiers [7, 

9, 10].  

Our approach is to design a biometric data clas-

sification system based on multiple detectors and 

decision hierarchy. This approach is dealing with the 

identification accuracy challenges in order to im-

prove the biometric systems performance. 

The remainder of this paper is structured as 

follows. Section 2 presents the system architecture 

which we used to design and evaluate our model. 

Section 3 details the data pre-processing stage 

which is generating the biometric features. In sec-

tion 4 we presents the essentials of our method 

for biometric data classification, including the de-

tection and discriminant stages for the decision 

hierarchy and also the global biometric fusion rule. 

The achieved results are presented and discussed 

in section 5. Section 6 concludes our research 

and also proposes some further directions to be 

approached. 

2. SYSTEM ARCHITECTURE 

We designed and evaluated the proposed hierar-

chical classification method with detectors and 

discriminants decisions  on the multimodal system 

functional architecture which is depicted in Figure 1. 

According to this functional architecture, the bio-

metric data processing is performed in the following 

stages [7][12][16]: 

 feature extraction from fingerprint, palmprint, iris 

and ear images in order to generate each person’s 

biometric template (either for enrollment and for 

testing); 

 feature selection, either for feature space dimen-

sionality reduction to decrease the classification 

complexity and to improve the biometric data re-

cognition accuracy by preserving only the most 

relevant features; 

 data classification, for each of the 4 integrated 

biometrics (fingerprint, palmprint, iris and ear). The 

classification strategy is relying on a hierarchical 

approach  with multi-level decisions grouping 
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PRE-PROCESSING FOR FEATURE EXTRACTION 
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Fig. 1. Constructive and functional architecture for multimodal biometric system. 
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Our biometric data include images from 100 per-

sons. From the initial images we generated datasets 

by feature extraction and representation, and also by 

applying a further feature selection.  

3. FEATURE EXTRACTION AND SELECTION 

The first step in biometric data processing (as a 

typical pattern recognition applications) is to generate 

the data representation [8][9][10]. For our available 

biometric data we performed the following tasks: 

 feature extraction by image textural patterns 

exploiting. We used co-occurrence matrices and 

also defined interest region in each image; 

 data projection by PCA and LDA transform, in 

order to perform an initial dimensionality reduction 

without providing an explicit selection criterion [3][4]; 

 feature selection for a further dimensionality 

reduction 

The results of this step is the biometric templates 

for each person and also for each biometric. 

3.1. The applied feature extraction 

techniques 

For each of the 4 integrated biometrics we ap-

plied the following techniques for feature selection: 

 defining region of interest by training a detector 

in order to make an initial decision for the most rele-

vant image areas to be used for biometric templates 

generation; 

 co-occurrence matrices [11] 

3.1.1. Detector-defined Regions of Interests 

(ROIs) 

We defined regions of interests in images, as much 

as each of the used images contains not only useful 

details for feature extraction but also the background 

details which are not relevant for the biometric 

identification. In order to get a more easily way to 

define ROI we defined and trained a special kind of 

classifier for the manually-defined ROI in each image, 

actually a detector. Actually we trained the detector 

for a target class recognition, and also to reject the 

data from all the remainder of the processed image 

(as not-target class).  

As we have 4 biometrics (fingerprint, palmprint, 

iris and ear), we need 4 detectors to select the region 

of interest in each of the images. Actually we have 

choose to train  a Parzen model detector for each of 

the biometric samples. The essential model for the 

Parzen trained detector is given by the class-con-

ditional probability density function according to [8, 

10, 13] 
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where: Nz is the training images dataset size (60); 

h – the kernel smoothing parameter; the optimal 

values which we found out for each biometric are the 

following: 0,35 for fingerprint, 0,40 for palmprint, 

0,44 for iris and 0,55 for ear; x is the current image 

data sample to be classified by the detector in order 

to return the ROI class; zj – the training images data 

sample; K – the kernel function; we used the following 

kernel for the Parzen-based ROI-image detectors [5, 

9, 10]: 

 for fingerprint Parzen-based ROI detector: 

Laplace kernel, given by 

  

1
( , ) exp

x z
K x z

h 
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where σ is the standard deviation of data; 

 for palmprint Parzen-based ROI detector:  a 

power-law based kernel, given by 

  
2

( , )K x z x z    (3) 

which is scaling-invariant; 
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 for iris Parzen-based ROI detector: a linear or 

homogeneous polynomial kernel, given by 

  ( , )K x z x z   (4) 

where the scaling coefficient α was resulted from our 

experimental data to provide the best performance 

optimizations for the range [1,5;2,5], depending on 

the feature vector size; 

 for ear Parzen-based ROI detector: a polyno-

mial kernel, given by 

 
 2

( , )K x z x z     (5) 

where the scaling coefficient α and the offset coeffi-

cient β are also resulting from the experimental 

data. The optimal values for α is in range [2;3] and 

the coefficient β provides the best kernel behavior 

for our experimental ear image data if it is in range 

[2;4]. 

The decision of the ROI Parzen-based detector, 

on each of the 4 biometrics, is relying on the Bayes 

rule, according to the following discriminant function: 

 
arg arg

_ arg _ arg

( ) ( | ) ( )

( | ) ( )

t et t et

non t et non t et

R x p x y P y

p x y P y

  

 
 (6) 

where the class ytarget is generated by the manually 

selection of a rectangular ROI in the best-quality 

training image for each of the 4 biometrics (fingerprint, 

palmprint, iris and ear). The class distribution ynon_target 

is the dataset which contains the image information 

outside the selected ROI. The class priors are pro-

vided by accounting the pixels from each of the 

image regions (ROI and background irrespectively). 

For each of the 4 image ROI detectors we fixed 

the optimal operating point which is minimizing the 

average error rate for the 2 classes: target (ROI) and 

non-target (background image), according to Figure 2 

and Table 1.  

Figure 2 (a, b, c, d) depicts the ROC analysis 

results for each of the 4 ROI detectors which we 

applied on fingerprint, palmprint, iris and ear image 

data. Table 1 records the optimal operating points 

for the ROI detectors (fingerprint, palmprint, iris and 

ear). 

We applied the ROC analysis in order to optimize 

the ROI detectors for each of the integrated 

biometrics. This provided a set of operating point for 

region of interest detection from which we selected 

the optimal points which are minimizing the both error 

rates (on target ROI class and non-target background 

image data).  

 

Table 1 

Optimal operating points for ROI detectors 

(fingerprint, palmprint, iris and ear) 

Measure 

 

Biometric 

Error on 

ROI class 

Error on 

background 

class 

Average 

error 

Fingerprint 0,078 0,135 0,1065 

Palmprint 0,165 0,38 0,2725 

Iris 0,049 0,07 0,0595 

Ear 0,149 0,22 0,1845 

3.1.2. Co-occurrence matrices 

After ROI detection on fingerprint, palmprint, iris 

and ear images, we extracted the features from the 

regions of interest using the co-occurrence matrices 

method. The co-occurrence matrix is a 2D histogram 

providing an estimation of the probability that a pixel 

has a certain gray-level while a displaced pixel issues 

another intensity value. Having a m x n –sized original 

image I, its co-occurrence matrix C is given by [11] 

 , ( , ) ( , ) , ( , )x yC i j P I x y i I x x y y j          (7) 

where x  and y  are the offset parameters. The 

number of gray-level bins which we used for feature 

extraction from each biometric image ROI is given in 

Table 2, together with the resulting features number 

for each biometric. Actually if n is the gray-level bins 

number, there will result in n2 features to be 

extracted in this approach. 
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Table 2 

Gray-level bins counting and resulting features 

number for each biometric ROI 

 Gray-level bins 

in co-occurrence 

matrix 

Resulting 

features 

number 

Fingerprint ROI 3 9 

Palmprint ROI 2 4 

Iris ROI 4 16 

Ear ROI 2 4 

The features number values are the initial bio-

metric templates sizes. Just without applying any 

further dimensionality reduction strategies (like 

PCA/LDA or some feature selection techniques), we 

are already working with reduced-sized feature spaces 

for each biometric. This approach is advantageous 

because it allows us to select even less complex 

classifiers for the biometric data [2]. Less complexity 

classifiers means also less training data, which is 

according to the biometric applications in which one 

Fig. 2,a. ROC curve for fingerprint ROI detector. Fig. 2,b, ROC curve for palmprint ROI detector. 

Fig. 2,c. ROC curve for iris ROI detector. Fig. 2,d, ROC curve for ear ROI detector. 
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of the main issue is data availability, especially for 

multimodal biometrics [1][6]. 

3.2. PCA and LDA-based feature reduction 

On the resulting biometric datasets we applied 

some projection transforms (Principal Component 

Analysis PCA and Linear Discriminant Analysis LDA), 

in order to explore the data complexity, to perform 

the feature decorrelation and finally to ensure a 

greater class-separability degree [3, 4, 5]. 

3.2.1. PCA for data decorrelating 

PCA (Principal Component Analysis) is an un-

supervised linear feature extractor which finds a 

linear subspace from the original data space in order 

to retain as much data variance as possible. It works 

in the following stages [2],[3][5]: 

 computes mean vector µ and covariance matrix 

Σ for the full data set; 

 computes the eigenvectors and eigenvalues; 

 chooses the k eigenvectors having the largest 

eigenvalue; 

 obtains the matrix A containing the k eigen-

vectors; 

 projects the initial data into the k-dimensional 

subspace according to 

  ' Tx A x      (8) 

where x is the initial feature vector, and x’ is the 

transformed feature vector. 

PCA allows us to explore the data set complexity, 

although this is not always enough to improve the 

classification accuracy. If the highest variance is 

maintained only for a higher dimensionality, then the 

dataset is a complex one requiring more complex 

classifiers [2, 13, 16]. 

Actually we applied PCA on our biometric data 

without specifying a certain original variance to be 

kept or a certain dimensions to be maintained. This 

approach allows us to decorrelate the extracted fea-

tures. The goal is to have more independent features 

for biometric data classification. The decorrelation is 

needed because we intends to exploit the feature 

statistic independence condition, especially while 

applying Naïve-Bayes classifier. 

3.2.2. LDA for class separability 

LDA (Linear Discriminant Analysis)  is a dimension-

ality reduction technique which derives relevant fea-

tures by means of an original data linear projection w; 

this projection is done according to  the class-member-

ship of the data, as much as the main goal of LDA is to 

maximize the Fisher ration given by [2, 4, 5, 10] 

 

2

2
( ) between classes

within class

J w







  (9) 

This allows us to maintain the maximum inter-

class data variance while minimizing the intra-class 

variance. The intra-class variance is still a big 

challenge for biometric data as much as they are 

often noisy or presents a lot of outliers. LDA allows 

us to maximize the class-separability because it is a 

supervised feature reducing method.  

3.3. Feature selection 

We applied a strategy for further dimensionality 

reduction by selecting the most relevant features. 

The applied strategy is individual feature selection 

because it is the fastest one among the all non-

exhaustive feature selection strategies [8]. Also the 

feature selection criterion was a wrapper, actually the 

1-NN classification rule error rate. This performance 

measure has the following useful property [2]: 

 
* * * *

1 2 (1 ) 2NN          (10) 

where: 1 NN   is the 1-NN error rate and *  is the 

optimal Bayes error rate. The 1-NN decision rule 
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bounds the classification error rate to at most twice 

of the Bayes error rate. Actually this condition is an 

asymptotically one and it could be better exploited if 

we train the classifiers with high-sized datasets 

(more than 100 samples per class). The individual 

feature selection feature is evaluate separately each 

feature from the original set and for the performance 

criterion. Finally the method provides the best fea-

tures separately considered [10]. 

4. DATA CLASSIFICATION:  

MULTI-LEVEL FUSION WITH DETECTORS 

AND DISCRIMINANTS  

4.1. Fusion levels 

Our approach for data classification is to perform 

2 levels biometric fusion: local one (with a decision 

hierarchy) and global post-classification fusion. 

Figure 3 depicts the overall biometric fusion method 

for the proposed multimodal system which integrates 

N = 4 biometrics (fingerprint, palmprint, iris and ear 

recognition) and designed also for identification.  

4.2. Local fusion with decision hierarchy 

4.2.1. Detector-discriminant hierarchies 

For each of the 4 biometrics we applied a 

hierarchical classifier, according to figure 4. The 

model includes 3 detectors for the 1st hierarchy level 

and 3 discriminants combiner for the 2nd hierarchy 

level. 

4.2.2. The detection stage and the detector model 

A detector is a special kind of classifier which is 

focusing on a target class;  it issues decisions on 

target or non-target classes. Basically a detector is 

built by thresholding on the target class. We used a 

Gaussians mixture model for our detectors on 

persons P1,P2 and P3 fingerprint, palmprint, iris and 

ear biometric data.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Fig. 3. Overall multi-level biometric fusion. 

HIERARCHYCAL CLASSIFIER 1 HIERARCHYCAL CLASSIFIER N 

 

 

 

 

 

 

 

TARGET IDENTITIES 

DETECTORS 

TARGET IDENTITIES 

DETECTORS 

DISCRIMINANTS COMBINER DISCRIMINANTS COMBINER 

GLOBAL POST-CLASSIFICATION FUSION 

IDENTIFICATION IDENTITY UNKNOWN 



 Sorin Soviany, Sorin Puşcoci, Mariana Jurian 

 
48  TELECOMUNICAŢII ● Anul LV, nr. 2/2012 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Overall multi-level biometric fusion. 

 

The models have 6 Gaussian components, 

according to [5] 
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      (11) 

where: Ik is the target class label for the designed 

detector (the first 3 persons identities); x – the input 

biometric sample (fingerprint, palmprint, iris and 

ear, respectively) for which the detector is designed 

to decide on the target or non-target class; Pj  – the 

weight of the jth component of the Gaussian 

mixture. It meets the following normalization condi-

tion [1, 5]: 

 

7

1

1j
j

P


  (12) 

The indices jk reveals the set of the mixture 

parameters which are resulting by applying the 

algorithm EM (Expectation Maximization) with 30 

iterations. The mixture components are Gaussians, 

according to [2] 
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 (13) 

in which: NZ is the training set size; xi  – the ith 

biometric sample for which the mixture model is 

evaluated to detect the target identity; l is the total 

parameters number for the mixture components; 

, ki j  and 2

kj
  are the statistical estimators for the 

interest class distribution (mean and variance) [10]. 

4.2.3 The discriminant stage with 3 discriminants 

combiner 

The 2nd stage of the hierarchical classifier is 

relying on 3 discriminants combiner.  

We trained the 7-NN, Naïve-Bayes and Fisher 

classifications models on 97 classes (identities). 

This is because the discriminants are applied only if 

the 1st detection stage fails to recognize the persons 

P1, P2 and P3.  

TRAINED DETECTOR 

1 

TRAINED DETECTOR 

2 

TRAINED DETECTOR 

3 

P1 OR P2 OR P3 

IDENTIFICATION 
YES 

NO 

DISCRIMINANT STAGE: 3 TRAINED MODELS FOR N-3 IDENTITIES 

HIERARCHICAL CLASSIFIER FOR EACH BIOMETRIC (FINGERPRINT, 

PALMPRINT, IRIS, EAR) 

GLOBAL POST-CLASSIFICATION RULE  
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a) The Naïve Bayes classifier model is relying 

on [2]: 

 exploiting the feature class-independence con-

dition. In order to apply this model, we decorrelated 

the available data sets by PCA without any argue;  

 the pdf (class-conditional probability density 

functions), given by eq. (14) 

 1

( | ) ( ( ) | ), 3,100
d

i i
i

p x I p x i I i


   (14) 

where d is the feature space resulting dimensionality 

after feature reduction (PCA, LDA and selection), for 

each biometric. The final values of feature numbers 

are: 7 for fingerprint, 3 for palmprint, 10 for iris 

and 4 for ear. 

The decision rule is resulting from the Bayes 

theorem, therefore the classification is performed 

according to 

 3,100
argmax ( | ) ( ) ( )i i x ji

j p x I p I I P I


    (15) 

in which ( )ip I  is the class (identity) Ii’ prior, given 

from the training data. As we trained the model for 

the balanced class distributions, the priors are the 

same for all the identities (classes). 

b) The Fisher classifier model is relying on LDA 

(Linear Discriminant Analysis) which we applied on 

our dataset in order to maximize the Fisher criterion 

defined as the ratio between inter-class and intra-

class variance [4]: 
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   (16) 

where SW is the intra-class scatter matrix and SB is 

the inter-class scatter matrix. The linear transfor-

mation w results from the generalized eigenvalues 

equation [4, 5]: 

  B WS w S w      (17) 

We performed the classification within the trans-

formed feature space by using a distance-based 

approach. We used Mahalanobis distance because 

of its main property (i.e. scaling-invariance). There-

fore the decision rule is resulting according to [2, 4] 

  
3 ,100

a rg m in ,
i

M ij d x w z w


    (18) 

where iz  is the mean vector for class i, and 

Mahalanobis distance between 2 samples x and z is 

given by eq. (19) 

     1( , )
T

Md x z x z S x z       (19) 

 S is the covariance of the 2 data instances. 

c) The 7-NN classifier model used Mahalanobis 

distance dM to find out the closest training neighbors. 

In order to minimize the distance influence on the 

classifier outputs reliability, we assigned a weight to 

each neighbour vote; this weight is depending on the 

distance between the unknown instance and its 

neighbours within the training set, according to 

 
2

1
( )

( , )M i

w i
d x z

   (20) 

where: w(i) is the neighbour instance zi weight; x – 

the unknown instance; α – a scaling coefficient 

which resulted from our experiment to provide optimal 

results for values within the range (1,2); the decision 

rule is, for each class membership [9]: 

 
1

1

( ) ( )
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i
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w z f z
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 (21) 

Figure 5,a,b,c,d) depicts the learning curves for 

each of the 3 classifiers which we trained for 

97 classes (identities) on fingerprint, palmprint, iris 

and ear biometric datasets. These learning curves 

show the classifier behavior on the available bio-

metric datasets which we used to design the overall 

multimodal biometric system. 
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Finally, the local fusion rule is based on the 

weighted sum rule, in which the individual classifiers 

weights are updated in order to increase the role of 

the most accurate model and to decrease the  role 

of the less accurate classifier, according to : 

 
7 7

( ) ( )

( ) ( )

NBayes NBayes

Fisher Fisher KNN NN

g x W g x

W g x W g x 

  

   
 (22) 

4.3. Global post-classification fusion 

The global post-classification fusion rule is, 

essentialy, a weighted voting in which each of the 

4 identification components (i.e. fingerprint, palmprint, 

iris and ear) have its own weight in the global 

decision for person identification. The weights are 

dynamically updated according to the following rule: 

 
, 1,4i i iw w i    (23) 

where the updating coefficient i  is given by 

 

det ,

,

Pr

Pr

ector i

i
combiner i

T

T
   (24) 

actually the ratio between the detectors and discri-

minants combiners performance (True Positive rate 

for identification).  

Fig. 5,a. Learning curves for fingerprint data. Fig. 5,b. Learning curves for palmprint data. 

Fig. 5,c. Learning curves for iris data Fig. 5,d. Learning curves for ear data. 
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5. Results and discussion 

We evaluated the performance on our system 

with ROC analysis and fixing operating point in order 

to minimize the average identification error rate, 

according to the application requirements.  

Figure 6,a,b depicts the results of the ROC analysis 

for the whole multimodal biometric system, with and 

without detectors in the decision hierarchies for each 

biometric. The error rates are achieved for 2 randomly 

selected persons who provided their biometric traits 

in our experiment.  

From figures 6,a we could see that including the 

detection stages (with multiple biometric detectors 

trained for certain identities) provided an optimal 

operating point with an average identification error 

rate of 0,014 on persons 6 and 9 identification. 

Without detection stages (figure 6b), the optimal 

operating point is featured by an average identification 

error rate of 0,05, which is about 4 times than for the 

detectors-optimized biometric system.  On the other 

hand, these are identification error rate, not just 

decision error rate (like False Acceptance or False 

Rejection Error Rates). Providing more detectors 

with parallel running is a reliable option to improve 

the identification performance with biometrics. 

On the other hand, these results does not consider 

the classifiers hierarchy depth influence on the system 

overall performance and also on the execution time. It 

is obvious that more decision levels  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. CONCLUSIONS 

We proposed a hierarchical approach for deci-

sion optimization in biometric identification systems. 

This method combines more types of classifiers for 

each of the biometrics which are integrated in a 

multimodal system architecture. The essential per-

formance improvement is provided by a special kind 

of classifier, actually a detector which is trained only 

on one target class (i.e. the person identity to be 

recognized). Actually in the 1st classification stage 

the solution includes more detectors which are running 

in parallel, depending on the application requirements. 

Some biometric applications requires to precisely 

identify only some of the  enrolled person; this is 

why we applied the detection approach. The 2nd bio-

metric data classification stage is relying on a discri-

minants combiner which uses a weighted sum rule. 

The global biometric fusion combines the decisions 

which are issued from all the integrated biometric. 

We evaluated the solution on our available data 

for fingerprint, palmprint, iris and ear biometrics. 

Fig. 6,a. ROC curve for multimodal system 

with detection stages. 

Fig. 6,b. ROC curve for multimodal system 

without detection stages. 
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The results provided significant identification ac-

curacy improvement, but they need also some 

further research with richer datasets and also with 

more specialized feature selection strategies to be 

applied. 
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