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Cyber security based on computer networks traffic – 
software application 
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Rezumat. Odată cu expansiunea extraordinară a 

Internetului și a echipamentelor, care se conectează la 

rețelele de calculatoare, securitatea cibernetică a deve-

nit critică pentru protecția informației, a datelor stocate 

și folosite ȋn medii virtuale. Un sistem pentru detecția 

comportamentului anormal al utilizatorului constituie un 

manager al securității informațiilor și evenimentelor.  

Cuvinte cheie: securitate, securitatea rețelelor de 

calculatoare, SIEM, detecția comportamentului utiliza-

torilor, program pentru detecția comportamentului 

anormal al utilizatorilor. 

Abstract. With the tremendous expansion of the 

Internet and devices connecting to computer 

networks, cyber security has become critical in 

information protection, data storage and use in the 

virtual environment. A system for detecting the user 

behavior in a network is a tool for Security Information 

and Event Management.  

Keywords: security, network security, cyber security, 

SIEM, user behavior detection, users abnormal 

behavior detection program.  

 

 
1. INTRODUCTION 

For* a network administrator is very important to 

understand the user behavior in computer networks. 

The behavior is mirrored in the activity of network 

users. The activity is defined by different types of ap-

plications and programs that are used, the programs 

being characterized by protocols and ports. Using 

the protocols and ports involves creating events. All 

these events are taken over by the system for 

detecting the abnormal behavior of users. 

Considering that the malicious persons have a lot 

of complicated and evolved ways to break a com-

puter network in order to acquire, delete or replace 

sensitive data, a system for detecting the abnormal 

behavior of users is very important because it pro-

vides visibility and greater control on the network's 
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security. This system allows the network administrator 

to observe real-time events at the level of both 

computer operating systems and other security de-

vices within the network. These events are centralized, 

correlated and stored in the database of the system for 

detecting the abnormal behavior of users. 

The technology of the system for detecting the 

abnormal behavior of users provides real-time analysis 

of security alerts generated by the applications and 

hardware equipment of the computer network. This 

is used for registering the security data and for 

generating reports.  

The system for detecting the abnormal behavior 

of users registers the events by using detectors 

(plug-ins) installed in the operating systems of the 

computers or in other security devices (firewall system 

and intrusion detection and prevention system). The 

events overtaken from the detectors are transmitted 

to the sensor located in system for detecting the 

abnormal behavior of users which centralizes, 
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correlates, normalizes and stores them in the internal 

database. Subsequently, it checks if, for certain 

security events, there are rules to alert the network 

administrator. The network administrator can be 

alerted by e-mails or by tickets issued by the internal 

ticketing system. 

The system for detecting the abnormal behavior 

of users should be integrated with detectors to be 

able to collect the security events from the network 

devices.  

The main characteristics of the system for detecting 

the abnormal behavior of users are: long-term storage, 

analysis and reports of registered data, real-time 

monitoring, event correlation and the possibility of 

notifying network administrators by alerts. 

2. DETECTION OF USER’S BEHAVIOR  

IN CONTEXT OF CYBER SECURITY 

2.1. Security Information and Event 

Management  

The system for detecting the abnormal behavior of 

users is a tool for Security Information and Event 

Management (SIEM). It is a combination of two 

separate legacy products: Security Information Mana-

gement (SIM) and Security Event Manager (SEM). 

SIEM technology provides real-time analysis of 

security alerts generated by applications and by the 

network hardware equipment. SIEM solutions can 

come as software, management services and are 

used to record data security and to generate reports 

for compliance purposes. 

Although acronyms SIM, SEM, SIEM were 

alternatively used, there are significant differences 

between these products.  

SEM (Security Event Manager) refers to that part 

of security management that deals with real-time 

monitoring, event correlation, notification and the 

possibility of supervision from the console. It is 

beneficial to send all the events to the SEM system 

for the following reasons: 

– the access to all records can be provided 

through one central interface; 

– SEM can provide security by archiving events 

and records (also a feature of Log Management); 

– there are powerful reporting tools to collect 

useful information for system security; 

– the events are analyzed by SEM, and alerts 

and notifications can be sent immediately to the 

network administrators; 

– events can be detected even though they are 

related to multiple systems. These types of events 

would have been impossible to detect if the logs 

were separated; 

– events that have been transmitted from one 

system to SEM, remain in SEM even if that system 

fails, or if the logs were accidentally or intentionally 

deleted. 

In addition to the collection and preservation of 

data, SEM is different from a simple Log Manager by 

providing a deeper level of analysis of events. This 

may include contextual attachments of information 

such as the hostname information (value, owner, 

location, etc.), identity information (information of user 

accounts forename/surname, ID, manager's name, 

etc.). This information can correlate the events and 

reports.  

SEM can be integrated with external applications, 

ticketing and workflow tools to assist the process of 

resolving a security incident. A better SEM will have 

more flexible integration capabilities, to ensure 

availability in customer environments. 

Security Information Management (SIM) provides 

long-term storage, analysis and report of recorded 

data. Some SIM software applications will incorporate 

filters to reduce and manipulate information that is 
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sent to the server, although usually, all the audit logs 

and records would be centralized to ensure accurate 

recreation of a security incident. The information is 

sent to the server to be correlated and analyzed, 

normalized by the software agent in a final form, 

usually XML type. This information is then aggre-

gated to reduce overall dimensions. 

The term Security Information Event Management 

(SIEM) [1], invented by Mark Nicoletti and Amrit 

Williams in 2005, describes the product's ability to 

add, analyze and present network information and 

security devices. SIEM is also an application for 

identity management and access. A main target of 

this product is to monitor and to help managing 

users and privileges of services and to provide 

records, analysis and incident responses.  

Among the important features of a SIEM are: 

– data aggregation: collection of the information 

from several sources, including networks, security, 

servers, databases, applications, in order to monitor 

the information to avoid the loss of crucial events; 

– correlation: searching for common attributes for 

interconnection of significant events packages. This 

technology creates the possibility to correlate a number 

of techniques to transform data into useful information 

for the user; 

– alerting: automatic analyzing of correlated events 

and producing immediate alerts to notify users about 

network security issues. Alerting can be done through 

a dashboard, through tickets or sent via a third party 

channel (e.g. Mail); 

– interface: SIEM applications take data events 

and turn them into charts to identify the activities that 

do not form a standard pattern; 

– compliance: SIEM can collect the data events 

to create reports, in order to adapt all the information 

to the existing network security; 

– retention: SIEM products can archive informa-

tion for long-term storage and is able to create a 

history to facilitate correlation of data in time. 

Keeping record is critical for long-term and detailed 

investigation. 

SIEM is essentially just a management layer over 

the system and over the control of the existing 

security system. SIEM connects and unifies the 

information contained in existing systems in order to 

make analysis through a single interface. Figure 1 

suggests the logical flow of a detection system. 

 

 
 

Fig. 1. Logical flow of the system for detecting the 
abnormal behavior of users 

2.2. Open Source Security Information 

Management (OSSIM)  

There are several open source Security Information 

and Event Management (SIEM) products both for 

organizations and for business solutions. Many 

organizations focused on business are not making a 

deep study when choosing an open source product, 

because they treat it differently as compared to 

commercial solutions. In assessing an open source 

SIEM, is important to have a classification of 

strengths and weaknesses, of the complexity of the 

product and of the total costs. The same criteria are 

valid for evaluating a commercial SIEM product. 

Open core projects have only a few number of features 

as open source and other features are available only 

extra cost.  



 Cyber security based on computer networks traffic – software application 

 
TELECOMUNICAŢII ● Anul LVIII, nr. 1/2015  19 

Although some open source SIEM are promoted 

completely free, some parts of the solution may 

require payment of annual fees.  Usually, all these 

features are purchased individually. 

As the network grows, some users need to pur-

chase multiple licenses in order to render possible the 

SIEM product used by the organization. Other open 

source SIEM vendors will allow only the installation of 

the software on a single station or on a single server. 

The concept of integrated open source SIEM 

software refers to a complex network. Installation, 

implementation, monitoring and management of an 

open source product can be very difficult. A user with 

limited knowledge of a single open source product, 

may not be able to use other open source software. 

Apart from this, the installation of several open source 

products can lead to a general failure of the entire 

system. In this case, it is imperative that all users be 

very well trained in all open source products in order to 

effectively manage the security of the entire network. 

Regarding the maintenance costs of an open 

source product, a skilled administrator can monitor 

the network and ensure that the system works in 

very good parameters.  

The administrators require considerable experience 

working with multiple open source components; 

otherwise, data security can cause severe vulnera-

bilities on the network. 

Some open source solutions may have limited 

support, and this is an important criterion to be 

considered. Also, for the open source solution, training, 

maintenance, support and help on troubleshooting 

problems should be considered.   

Product scalability to adapt to any network 

environment and the ability to capture, manage and 

effectively correlate massive amounts of events 

should also be considered in choosing an open 

source SIEM solution.  

Companies that want to use an open source SIEM 

platform for business should consider the investment 

in time, the total cost, security risks, training and 

maintenance required, as compared to a commercial 

SIEM solution. If the price, security and performance 

are top priorities, companies should assess com-

mercial solutions that use open source software. 

Advantages: free solution and can be customized 

to the needs of each network separately. 

Disadvantages: installation, implementation, moni-

toring can be very difficult, requires very advanced 

knowledge, limited support, quite low scalability. 

2.3. The process of detecting user’s 

behavior  

Behavior refers to the activity of users within a 

computer network. The activity is defined by several 

types of applications used by users. These types of 

applications used are characterized by protocols and 

ports. The use of protocols and ports involves creating 

events. The most used protocols in networks are: 

HTTP (Hypertext Transfer Protocol – port 80), 

HTTPS (Secure Hypertext Transfer Protocol - port 

443), FTP (File Transfer Protocol – port 21), SMTP 

(Simple Message Transfer Protocol – port 25). Users 

are also using complex applications: Facebook, 

Skype, Messenger, Torrents. 

Events that originally appeared to an existing 

network security system can be retrieved by the 

system for detecting the abnormal behavior of users 

due to the integration between the two systems (as 

highlighted in figure 2).   

The system for detecting the abnormal behavior of 

users checks whether the packet matches a rule alert. 

If no rules were previously defined, then the event is 

only locally registered. If the packet matches a rule 

alert, the system can send e-mails, can open tickets, or 

can register the events to the local database. 
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Fig. 2. Detection of local network  

user’s behavior.  

 
 
 

 
 
 
 

3. SYSTEM FOR DETECTING THE 

ABNORMAL BEHAVIOR OF USERS – 

ARCHITECTURAL STRUCTURE 

The implemented architecture (figure 3) consists 

exclusively of virtual machines [2]. 

Internal network consists of: 

● Windows domain made of three computers: 

– a server that uses Windows Server 2012 

operating system and that has the functionality of a 

Domain Controller - server controlling the entire activity 

of the Windows domain, responsible for security 

authentication requests from the domain. From this 

server, policies can be controlled and applied to the 

rest of the computers in the domain, using Group 

Policy Objects and can add or remove users or 

computers that are part of the domain using Active 

Directory. This server has also the DNS server role 

for the other computers; 

– a server that uses Windows Server 2008 ope-

rating system and that has the functionality of a mail 

server, created for reporting the security events alerted 

by the system for detecting the abnormal behavior of 

users; 

– a workstation that uses Windows 7 operating 

system. This virtual machine is used to: manage 

Check Point firewall through its dedicated manage-

ment server using SmartConsole software platform; for 

administration of the system for detecting the abnormal 

behavior of users; and also for testing the functionality 

of the entire architecture, having the role of client; 

● Check Point Firewall is installed in distributed 

mode (as Gateway and Firewall Management Server 

are installed on different virtual machines – see 

figure 4): 

– Management Server is used for storage and 

distribution of security policies (figure 5) to Firewall 

Gateway. Policies are defined in SmartDashboard 

program (which is part of the applications suite offered 

by SmartConsole) installed on the workstation 

“Windows 7” and saved on Server Management. 

The latter maintains database including network 

topology, security policies and the log files that belong 

to Firewall Gateway; 

– Firewall Gateway is the virtual machine with the 

firewall software installed ensuring compliance with 

pre-defined security rules which are based on “Stateful 

Inspection“ technology (technology used to examine 
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packets, not just after the header, but also after the 

package content granting security to the top layer of 

the OSI stack). 

Firewall Gateway and Management Server can be 

installed on the same virtual machine (by deploying 

Stand-Alone), or like in this architecture, on different 

machines (by deploying them as distributed). Firewall 

Gateway - is a perimeter network firewall installed 

between the interface that connects to Internet and 

LAN being used as an exit portal (gateway); 

 

 
 

Fig. 3. Architectural structure of the computer network. 
 

 
 

Fig. 4. Firewall involved in a secured computer network 
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Fig. 5. Firewall security policies (rule base). 
 

● The system for detecting the abnormal behavior 

of users consists of: 

– detection system itself, which is based on the 

Open Source Security Information Management 

(OSSIM) - which can collect, normalize and cor-

relate security events occurring within a local 

network. Also with its help reports can be created 

and alerts can be generated either by sending mails 

or by opening tickets in the system’s management 

interface; 

– mysql database is used for long term storage of 

security events detected by the system.  

Functional diagram represented in figure 6, 

describes the operating mode of the system 

detecting the abnormal behavior of users [2].  

Events that originally appeared in the existing 

security system of the network are sent to the 

system for detecting the abnormal behavior of users 

due to the integration between the two systems.  

4. PROGRAM FOR DETECTING THE 

ABNORMAL BEHAVIOR OF USERS – 

LOGICAL DIAGRAMS  

The system for detecting the abnormal behavior of 

users is checking if the packet matches with any 

alerting rule. If there are not any rules defined, the 

event will be locally registered. If rules exist, there are 

two solutions: 

- the alert by sending e-mails; 

- the alert by opening local tickets in the system.  

As an example, the system for detecting the 

abnormal behavior of users can collect events and logs 

from a firewall system. The logical diagram (figure 7) 

represents the integration of firewall and SIEM. 

Basically, as the information flows, at the firewall level, 

packets are checked if any rules are matched. If there 

are no custom rules detected, packets are blocked. 

The custom rules can both block or accept the packets.  

 

 
Fig. 6. Events send to the system for detecting the abnormal behavior of users. 
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Then, the events are sent to the detection system 

using detectors (in this case FW1-Loggrabber). The 

system for detecting the abnormal behavior of users 

uses rule base similar to firewall systems in order to 

alert network administrators. 

Another example would be the logical diagram 

(figure 8) that represents the integration between a 

Host Intrusion Prevention System (HIPS) and SIEM. 

The packets are collected from the host computer, 

then decoded, analyzed to see if the operation is 

permitted for users. If the operation is permitted the 

process starts again. If not, an alert is triggered and 

an event is sent to the detection system using 

detectors/plug-ins (in this case OSSEC or Snare). If 

policies are configured the system alerts the network 

administrators. 

 

 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 7. Logical diagram for integration  

of firewall and SIEM. 
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Fig. 8. Logical diagram for integration of HIPS and SIEM. 
 

5. CONCLUSIONS 

Cyber security is a dynamic process that has to 

respond to the new network vulnerabilities, threats 

and constant changes that are taking place in 

computer networks. A possible solution is to monitor 

the network security in order to identify threats and 

exploits before they reach networks. 

The system for detecting the abnormal behavior 

of users uses detectors/plug-ins to collect the events 

from network security devices or from other network 

systems. The events are sent to the sensor installed 
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on the system for detecting the abnormal behavior of 

users which is centralizing correlating, normalizing 

and storing them in the internal database. This type 

of system provides real-time analysis of security 

alerts generated by the applications and hardware 

equipment from the computer network. If any alerts 

are triggered, the network administrator can be 

notified in different ways. In order to collect logs, the 

system for detecting the abnormal behavior of users 

should be interconnected with other network devices. 
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