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Rezumat. Una dintre cerințele preliminare ale analizei 

de performanță este posibilitatea de a genera secvențe 

aleatoare de numere având anumite distribuții 

statistice. Articolul prezintă procesul de generare de 

numere aleatoare din cadrul unui nou simulator 

(denumit Hybrid Network Performance Simulator). 

Cuvinte cheie: Hybrid Network Performance Simula-

tor, rețele hibride, generare de numere aleatoare. 

Abstract. One of the prerequisites of performance 

analysis is the ability to generate random sequences of 

numbers having specific statistical distributions. The 

paper presents the random number generation 

process implemented in a new simulator (entitled 

Hybrid Network Performance Simulator). 

Keywords: Hybrid Network Performance Simulator, 

hybrid networks, random number generation. 

 

1. INTRODUCTION 

The1analysis of hardware and software systems will 

most often cover either qualitative or quantitative 

aspects.  

On one hand, qualitative analysis is used to 

check whether a system will function correctly or not, 

according to specific requirements. Qualitative analysis 

is also known as model checking or hardware/software 

validation. Since the process involves exploring every 

possible outcome of the system's activity, random 

number generation is of little use in its case. 

On the other hand, qualitative analysis, also known 

as performance analysis, involves  measuring 

(quantifying) the behavior of said systems, through 

experimental investigation [1]. Unlike in the previous 

case, performance analysis requires the use of random 

number generators in order to simulate real systems. 

Previous work has introduced the concept of 

hybrid networks [2] along with the Hybrid Network 
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Performance Simulator (HNPS). Hybrid networks are 

described as a combination of Queueing Networks 

(QN) and Stochastic Petri Nets (SPN), where QNs 

are used to describe routing and scheduling while 

SPNs model parallelism and process logic. Said 

combination has been created in order to provide the 

means of analyzing both quantitative and qualitative 

aspects of security systems, especially since in many 

cases they have been described using SPNs. 

Of the designed HNPS functionality, this paper 

presents only the implemented random number 

generation process. Within the simulator's scope, 

the generation process is split in two: a generator for 

uniformly-distributed random numbers and the trans-

formations needed to generate specific distributions. 

2. IMPLEMENTATION OF THE RANDOM 

NUMBER GENERATION PROCESS 

Among the prerequisites of the simulation of 

stochastic models is the generation of random 

sequences of numbers. Like any other programming 
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language, Java (the language used to implement the 

tool) has internal methods that can be used for the 

generation of random numbers, allowing the user to 

specify only the seed. However, other generators 

can be implemented, using, for example, a linear 

congruential generator (LCG) algorithm such as the 

one in [3].  

It should be noted that both RNGs (Random 

Number Generators) included in the simulator are 

Pseudo-RNGs, meaning that they rely on mathe-

matical functions rather than unpredictable physical 

properties. However, this property contributes to the 

reproducibility of simulations: only the seed, the initial 

state of the generator, is needed to trace all steps of a 

specific simulation. In the implementation, HNPS 

uses the same initial parameters as the BSD random 

number generators [4]. 

In real-life cases, uniform Random Variables 

(RVs) can be used to describe attacker behavior in 

the simulation of intrusion processes [5], as well as 

to generate sequences of numbers belonging to the 

other distributions [6]. 

The selection of RV distributions built in the 

simulator includes continuous distributions like the 

Exponential, Hyper-Exponential and Normal and 

discrete distributions such as Bernoulli, Binomial, 

Geometric and Poisson. 

While simple algorithms exist for the generation 

of uniformly-distributed random sequences of 

numbers, generating non-uniform random variables 

with specific parameters can prove difficult if not 

impossible. However, computational algorithms can 

be used to transform uniform sequences of numbers 

into random variables with arbitrary distributions. 

Also known as the inversion method or the Smirnov 

transform, the inverse transformation method (ITM) 

relies on the distribution function of the random 

variable that is to be generated [7]. The inversion 

principle states that if the RV X has the distribution 

function F, then F(X) is uniformly distributed on [0, 

1]. Thus, F-1(U) has the distribution function F and 

can be used to generate it. Here, U is a uniform [0, 

1] random variable and F a continuous distribution 

function with the inverse F-1. 

For the discrete random variables, the samples 

are generated using their definitions directly: for 

example, if a sample u UÎ  [0,1] is generated, the 

logical condition u pÎ  will simulate the direct genera-

tion of a Bernoulli random variable. The method 

applies to all discrete distributions and is known in 

literature as the Physical Analogue Method.  

From the list of implemented random variables, 

the ITM transformation has been used for the gene-

ration of exponential and geometric random variables, 

while hyper-exponential variables are generated 

using the composition method. Physical approxima-

tions have been used to generate discrete random 

variables, while the normal distribution is estimated 

using the acceptance-rejection method [7]. 

A special case is the Geometric distribution, for 

which an inverse transformation equivalent can be 

approximated. Tests using both the Physical Analogue 

Method and Inverse Transformation Method have 

shown that the first is more efficient for large values 

of p, while the latter is faster for small values. It has 

been observed that both methods are act similarly 

around the approximate value p = 0.5. Note: the 

geometric random variable is used to model the 

number of Bernoulli (true/false) trials in a sequence 

before the first success occurs, and p is the 

probability of success for each trial. 

The UML description of the random number 

generation system is depicted in Fig. 1. The simulator 

has been built on a modular, easily extensible 

architecture. The figure shows that every RV is seen 

by the simulator as a generic, continuous or discrete 
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entity. The tool allows the user to choose which ge-

nerator is to be used, along with its parameters, 

while RNG provides the interface between the random 

number generators and each implemented RV. 

 

 
 

Fig. 1. UML diagram of the HNPS random number generation system. 
 

The implementation of all considered theoretical 

distributions is done through the GenericRV interface 

and the ContinuousRV and DiscreteRV classes. 

GenericRV specifies the basic functionality for the 

generation of random numbers corresponding to any 

theoretical distribution and its theoretical density and 

distribution functions, but also implements the general 

functionalities needed to test the goodness-of-fit of 

the implementations. Although both functionalities are 

readily available in each implemented random 

variable class, the testing is not necessarily needed 

during simulation. Its extensions, ContinuousRV and 

DiscreteRV are used only to mark the final implemen-

tations as continuous and discrete distributions. 

For testing purposes it has been made mandatory 

for each implemented distribution to include the 

functions necessary to model the theoretical distri-

bution and density functions. 

3. DISTRIBUTION ANALYSIS 

In analysing any random experiment, the ability to 

determine to which distribution the random samples 

belong is necessary. The χ2 test can be used to 

compare theoretical and observed density functions 

and offer a hint to whether the two correspond or not. 

Another method involves plotting them together and 

visually comparing them. However, the χ2 test will be 

the final proof that any distributions used by the 

simulator have been implemented and function 

accordingly. The χ2 test has been preferred due its 

simple implementation. 

An issue considered in statistical analysis is the 

difference between continuous and discrete distri-

butions. In analyzing continuous distributions, the 

worst possible scenario, the one in which no two 

identical numbers are generated, will make the 

operations for large batches of numbers difficult if 
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not computationally infeasible. Considering the cha-

racteristics of random number generators like the 

LCGs, memorizing all random samples is unnecessary 

for the replication of the experiment, as only the first 

value, the seed, must be kept. Thus, the maximum 

resolution available in computing the PDF and CDF is 

unnecessary and approximations can be used. 

Due to the differences between continuous and 

discrete distributions, although the same algorithm 

can be adapted for both cases (or, to be specific, the 

functions for the continuous case can be adapted for 

discretely distributed numbers), specialised choices 

are necessary in order to assure optimal computa-

tional times. 

Thus, the simulator contains the functions needed 

to calculate the density distribution functions of batches 

of both continuous and discrete variables. The generic 

class used in this case is Distribution, specifying the 

most basic functionality for distribution analysis: only 

four methods are necessary to add each sample to the 

batch and retrieve the corresponding sets of two-

dimensional coordinates for PDF and CDF. In the 

implementation, separate methods are used to retrieve 

the two sets of coordinates for X and PDF/CDF(X). 

For the analysis of discrete random variables, the 

most important design assumption that needs to be 

made regards the bounds for the most significant 

part of the batch of samples. On this basis, an array 

of fixed size can be used to retain the number of 

samples for each value. Normalizing the values from 

each counter by total number of samples will give 

the observed PMF of the distribution, as well as its 

CDF. This functionality is included in the simulator in 

the DiscreteDistribution class. 

A similar process is used for continuous distribu-

tions, with the only difference that the interval 

needs to be split into cells, with a resolution that that 

will influence the overall performance of the system, 

as well as its accuracy. The corresponding class in 

the simulator is ContinuousDistribution. The struc-

ture for this object is included in Fig. 2. While the 

description for the DiscreteDistribution is not in-

cluded in the diagram, it is similar to the continuous 

case. 

While values outside the expected interval are 

useless for the density functions, the number of inferior 

values is necessary for the distribution functions. 

In order to validate any implemented random 

distributions, the simulator uses the χ2 Goodness-of-

Fit test to check the observed density functions 

against the expected ones. 

All implementations have been tested using a 

test-bench. A script generates a batch of 109 

samples, which is considered a large enough in 

order to provide accurate results, and the distribution 

functions are approximated with a resolution of 0.01 

(for continuous distributions) and then validated 

using the χ2 test. In all cases, a virtually 100% 

confidence level has been obtained, indicating that 

all distributions have been implemented correctly. 

The values χ2 are most often presented as a 

table [8] and are obtained from the approximation of 

the Chi-square Cumulative Distribution Function. 

However, in computer analysis, Chi-square CDF can 

be approximated using the Gauss Error Function, for 

which an approximate mathematical solution has 

been devised [9]. Therefore, the confidence levels 

can be obtained directly, avoiding the limitations of 

the use of statistical tables. 

Table 1 shows an example for the simulation 

times and χ2 values obtained for batches of 109 

random samples, generated with the specified 

parameters by the test-bench. Due to the previously 

exposed analysis considerations, the tests are done 

for bounded intervals, with the bounds included in 

the table, while for the analysis of continuous 
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distributions a sampling step of 0.01 has been used. 

This resolution has been considered large enough in 

order to support a precise analysis and accurate 

visual representation of the distributions. Finally, in 

order to allow the reproduction of these results, an 

arbitrary fixed seed, 123456789, has been used. It is 

recognised that the results may vary for other seed 

values or implementations. 

 

 
 

Fig. 2. Distribution analysis classes – UML description. 
 

Table 1 

Generation tests for the integrated random variable distributions 

Distribution Parameters Bounds 
Generation 

time [s] 
χ2 value 

Uniform - [0, 2] 4.3 1.64E-002 

Normal μ = 0, σ = 1 [-2, 2] 194.6 2.09E-003 

Exponential λ = 1 [0, 5] 76.7 7.77E-002 

Hyper-Exponential 
α1 = 4, λ1 = 0.4 

α2 = 6, λ2 = 0.6 
[0, 5] 99.1 4.93E-002 

Bernoulli p = 0.2 [-1, 2] 32.9 1.15E-010 

Geometric 
p = 0.9 [1, 10] 

29.5 3.12E-011 

Geometric(ITM) 62.4 6.30E-011 

Binomial 
n = 10 

p = 0.5 
[1, 10] 197.0 5.70E-006 

Poisson α = 10 [0, 20] 507.0 2.75E-005 
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Table 2  

Inversion and Physical Analogue generation methods comparison for Geometric RVs 

Generation method Test value 
p 

0.1 0.5 0.9 

Physical Analogue Method 
Generation time [s] 212 60 29.5 

χ2 value 1.18 8.58E-006 3.12E-011 

Inverse Transformation 
Method 

Generation time [s] 81 77 62.4 

χ2 value 1.18 8.82E-006 6.30E-011 

 

The second table also presents the difference 

between the two methods considered for generating 

geometrically distributed random variables. The 

results definitely support the previously presented 

conclusions. It is noted, however, that for small 

values of p, both implementations are less accurate 

than for large values. 

The following parameters have been adopted: μ 

and 1/λ for mean values, σ2 for variance, p for the 

probability that an event may occur, n for the 

number of trials and α for the probability for choosing 

a mean value for the hyper-exponential distribution 

or for the mean number of events during a fixed time 

interval for the Poisson distribution; χ2 represents 

the chi-square statistic. 

Is should also be noted that the values presented 

in the previous tables correspond to a single seed 

value, and because of the differences between the 

distributions and their parameters, they can only 

offer a limited insight on the time it takes to generate 

large batches of samples for each specific distri-

bution, as well as the corresponding accuracy of the 

generation process. 

A significant influence over the simulation times 

will come from the platform it runs on, specifically 

the operating system and the hardware con-

figuration: it is widely known and accepted that Linux 

operating systems are more efficient than Windows, 

and, being Open-Source, are more suitable for 

implementing new software. The HNPS simulator is 

portable, able to run on any Java-enabled platform. 

4. CONCLUSIONS 

The use of predictable RNGs may seem to come 

in contrast with the simulator's initial target, which is 

to permit the easy description and analysis of 

security mechanisms. However, it should be noted 

that one of the prerequisites of computer simulation 

is the ability to reproduce, and consequently test or 

prove the simulation's results. 

The paper presents the most important decisions 

taken in the implementation of the random number 

generation functionality of a new, proposed, perfor-

mance simulator, as well as the results of the tests 

that prove the implementation's validity. 

The simulator's modular architecture offers a 

simple way of extending: if necessary, new distri-

butions or goodness of fit tests can be implemented. 

Due to the programming language's extensibility, 

even physical, true random number generators can 

be added, although previously this feature has been 

considered unnecessary. 

Acronyms 

BSD Berkeley Software Distribution 

CDF Cumulative Distribution Function 

HNPS Hybrid Network Performance Simulator 

LCG Linear Congruential Generator 
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PDF Probability Density Function 

PMF Probability Mass Function 

QN Queueing Network 

RNG Random Number Generator 

SPN Stochastic Petri Nets 
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