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Security in Internet-of-Things Applications 

Sorin SOVIANY1, Sorin PUŞCOCI1 

Rezumat. IoT a devenit, în ultimii ani, un numitor 

comun în abordările de fundamentare, dezvoltare şi 

implementare a unui spectru extins de aplicaţii bazate 

pe tehnologii IP în medii inteligente, atât rezidenţiale 

(Smart Home), cât şi extinse la nivel metropolitan 

(Smart City). Implementarea acestor aplicaţii necesită 

însă şi cunoaşterea problemelor care se ridică în 

context IoT, inclusiv a celor de securitate, probleme 

care derivă, direct sau indirect, din caracteristicile 

sistemelor şi tehnologiilor suport pentru IoT. Cele mai 

critice probleme de securitate pentru mediile IoT sunt 

cele care privesc protecţia caracterului privat al datelor 

generate de dispozitivele interconectate şi transmise 

prin reţele IP. Prin urmare, soluţiile de securitate 

trebuie sa abordeze cu prioritate aceste aspecte. 

Cuvinte cheie: Internet-of-Things, securitate, caracter 

privat. 

Abstract. During the last years Internet-of-Things 

became a common way for designing, development 

and releasing approaches for a lot of applications 

based on IP technology within smart environments, 

either at residential (Smart Home) or metropolitan 

area-level (Smart City). These applications imple-

menting requires the knowledges about the IoT-

related issues, especially about security; these issues 

derive from the IoT support systems and technologies 

features. The most critical security issues for the IoT 

environments concern the privacy protection of the 

data that are generated by the connected objects and 

sent through IP networks. Therefore the security 

solutions should mainly approach these issues. 
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1. INTRODUCTION 

During1 the last years Internet-of-Things (IoT) 

became a key factor supporting the actual efforts to 

design, develop and release various applications 

with significant social and economic impact. The IoT 

applications are based on the integration of IP tech-

nology within smart environments, either at residential 

(Smart Home) or metropolitan area-level (Smart City). 

The sensor networks should be integrated in Internet 

and this requires for the sensor nodes to have 

assigned their own IP (Internet Protocol) addresses. 

                                                            
1 Institutul Naţional de Studii şi Cercetări pentru 

Comunicaţii – I.N.S.C.C. 

Other support technical elements for the IoT-based 

applications development are machine-to-machine 

(M2M) communications technologies, Big Data, Cloud 

computing. All of these are integrated into a smart 

environment with a lot of data acquisition, processing 

and transmission tasks. 

The IoT applications fields are still extending and 

this requires significant knowledges about the IoT-

related issues, including security and privacy. These 

issues derive from the IoT support systems and tech-

nologies features. The most critical security issues for 

the IoT environments concern the privacy protection 

of the data that are generated by the networked 

devices and sent through the IP networks. Therefore 
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the security solutions should mainly approach these 

issues. 

However, the security architectures for IoT systems 

should be significantly different from those that are 

designed and developed for the classical Internet-

based applications. One of the main differences 

between the 2 approaches is given by the fact that 

the typical Public-Key Infrastructures (PKI) with 

Certification Authorities could not be applied for 

dataflows that are machine-generated. M2M data 

communications require significant changes in the 

security architectures that are so far developed for 

Internet-based applications. 

This is only a reason for the actual interest 

regarding IoT security issues and suitable security 

solutions design and development.  

The remainder of this paper has the following 

structure: Section 2 presents the essential concepts 

about IoT and its actual applications; Section 3 

presents the main security and privacy issues for 

IoT, together with the design principles for a compre-

hensive IoT security architecture, according with the 

actual worldwide developments in this area; Section 4 

concludes about the essentials of the security issues 

for IoT applications. 

2. IOT: BASIC CONCEPTS  

AND APPLICATIONS 

According to ITU (International Telecommunication 

Union) and IERC (IoT European Research Center), 

IoT is based on a dynamic networking infrastructure 

with self-configurable features that are supported by 

standardized and interworking communications 

protocols. This infrastructure builds a working environ-

ment in which various physical and virtual objects or 

devices have their own identities, use smart inter-

faces for data exchanges and processing according 

to the end-users applications requirements [1]. 

An IoT environment includes a lot of hetero-

geneous devices that are interconnected, have their 

own IP addresses and are involved in several tasks 

for the real applications, such as sensor data 

acquisition, communications, various processing 

according to the end-users specific requirements [2]. 

The support technologies for IoT-based systems 

and applications include sensor networks, RFID 

(Radio-Frequency IDentification), M2M, Big Data, 

Cloud Computing, mobile communications systems, 

IPv6 and so on. These technologies could be grouped 

into 3 classes. This splitting is based on their 

functionalities within the overall IoT environment. 

These classes are the following [3]: 

● technologies allowing the IoT devices (or things) 

to get context information; 

● technologies allowing the IoT devices (or things) 

to process context information; 

● technologies providing security and privacy 

within the IoT environment. 

The first two technologies supporting IoT de-

velopment are quite equivalent to some specific 

functional blocks that should be integrated within an 

overall system architecture. The interconnected 

devices embed some intelligence degree that is 

suitable for the typical IoT applications running 

within smart environments (either on Smart Home or 

Smart City, depending on the application area scope). 

The smart devices are involved in data communication 

and processing. The intelligence is given by their 

capabilities to perform the raw data processing, 

together with the seamless communication between 

the IoT devices. This is one of the most significant 

difference between IoT and the typical Internet. The 

third class actually is not a functional one, therefore 

it is not just IoT specific; however, this technological 

class describes a set of technical requirements that 

should be met in order to ensure the acceptability 
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and penetration of IoT systems for varios real-life 

applications [1], [3]. 

From the development point of view, the IoT 

environments requires the following enabling techno-

logies integration [2], [4]: 

● technologies for identification, sensing and com-

munications, with an important role of wireless com-

munications technologies. Also the sensor networks 

(and especially wireless sensors networks, WSN) have 

a key importance for most of the IoT applications; 

● middleware technologies, based on a functional 

software layer between technological and application 

layers, respectively. The middleware-based approach 

allows to hide the different technologies details for the 

application developer. Actually the middleware 

models that were recently proposed for IoT systems 

development derive from the Service Oriented 

Architectures (SOA) approaches; this allows to reuse 

several hardware and software elements in order to 

design and implement new services. The SOA-based 

middleware architecture for IoT systems is shown in 

figure 1. 

● Having a strong connection with this general 

definition framework for IoT, an essential concept is 

the networks convergence in All-IP, as depicted in 

figure 2 [1], [3]. The IP protocol for communication 

among small devices (within home environment) is a 

key factor supporting this convergence for a lot of 

applications that should run on various smart 

environments. 

 
 
 
 
 

 
Figure 1. The SOA-based architecture for the 

middleware that is required in IoT applications design 
and development. Sources: [2], [4]. 

 
 
 
 
 
 

 
 

Figure 2. IP Convergence IP. Sources: [1], [3]. 
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Actually IoT could be described as a network of 

networks. This definition approach is depicted in 

figure 3 [3]. Currently most of the developed systems 

for IoT applications are still based on separated 

networks with some interconnection and interworking 

challenges. While IoT concept and its support 

technologies evolve, the natural trend will be towards 

all these networks interconection; this approach should 

also provide enhanced security capabilities, events 

monitoring functions and networking management [3]. 

The fast convergence of the information and 

communication technologies within IoT framework 

provides a merging space of 3 technological innova-

tion layers, as depicted in figure 4 [3]: 

● cloud, a factor that relates by data management; 

● the communication networks; 

● the device.  

The most important technological factors enabling 

the IoT environment, systems and applications 

development include embedded sensors and WSN 

(wireless sensors network), images and objects 

recognition techniques, NFC (Near Field Communi-

cations), RFID, IP technologies (for instance the 

addressing of the interconnected devices).  

Actually, according to the actual applications 

development and requirements, the right term 

should be Internet-of-Everything (IoE). As depicted 

in figure 5, the IoE concept includes the support 

technologies for [1],[3]: 

● Machine-to-Machine communications (M2M); 
 

 
 

Figure 3: IoT concept as network of networks. The concept provided by Cisco ISBG, April 2011 [3]. 
 

 
 

Figure 4. The key factors for technological convergence within IoT context, according to Huawei Technologies [3]. 
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● People-to-Machine communications (P2M); 

● People-to-People communications (P2P). 

The applications of IoT are grouped into the 

following main domains [2]: 

● Transportation and logistics: real-time pro-

cessing of data, using RFID and NFC technologies, 

assisted driving applications, mobile ticketing; 

● Healthcare: medical telemonitoring with specific 

medical data sensing and collection; 

● Smart envirornment: smart home, smart city 

applications; 

● Personal and social: social networking  

Actually these large IoT applications domains are 

not completely independent. IoT  becomes an environ-

ment that should support various and interworking 

applications (figure 6). All of these are typically 

labeled as smart because of the communications 

and processing capabilities that are embedded even 

at device-level.   

The IoT Smart-X applications domain includes: 

Smart Home, Smart City, Smart Energy (figure 7) 

and Smart Grid (figure 8) [3]. 

 

 
 

Figure 5. Internet-of-Everything concept, according to Cisco. [3]Figure 1: The SOA- based architecture  
for the middleware that is required in IoT applications design and development. Sources: [2], [4]. 

 

 
 

Figure 6. IoT as a smart environment for smart applications in various areas [3]. 
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Figure 7. Smart Energy IoT applications [3]. 
 

 
 

Figure 8. Smart grid models with implementation based on IoT approaches [3]. 
 

3. SECURITY ISSUES FOR IOT 

APPLICATIONS 

The data security issues for IoT applications are 

critical as much as the design and implementation of 

high-performance security solutions are more 

challenging than for the common Internet-based 

applications. The main challenge is given by the 

high degree of the interconnected devices hetero-

genity; this prevents to directly implement and apply 

the typical approaches based on PKI (Public Key 

Infrastructures) with CA (Certification Authority). 

Another issue is related to the privacy as much as in 

IoT applications there are a lot of data concerning 

the end-users and their private life. Here there are 

serious challenges concerning how to guarantee the 

end-users privacy given the variety of the 

interconnected IoT devices. 

Actually the security and privacy issues should 

be approached within a common technical an pro-

cedural framework. This framework should consider 

the security threats for the IoT devices-generated 



Sorin SOVIANY, Sorin PUŞCOCI  

 
26   TELECOMUNICAŢII ● Anul LXIX, nr. 2/2016 

data, together with the requirements for a security 

arhchitecture definition. The required elements sup-

porting an IoT security architecture definition are the 

following: 

● An overview on the actual security challenges 

for IoT; 

● The security and privacy in IoT applications; 

● The security architecture for IoT: design prin-

ciples. 

3.1 OVERVIEW ON THE SECURITY 

CHALLENGES FOR IOT  

The security framework for an IoT environment is 

a hierarchical one with 5 levels [5]: 

● the security architecture level: this level defines 

the overall technical support for the optimal security 

management concerning the IoT devices and their 

tasks required by the real application. This should 

provide the trust relationships among the intercon-

nected IoT devices (things). The resulting security 

architecture design should be based on the suitable 

security management, centralized or distributed; 

● the IoT device (thing) security model: this level 

specifies the security parameters or measures for 

each of the IoT devices that are involved in the real 

application; 

● the security bootstrapping level: this frame-

work level defines the functionals features for a 

process in which a new device joins to an existing 

IoT system while meeting the security and privacy 

requirements. This process requires that the new 

IoT device authentication and authorization in order 

to ensure the trust relationships with the existing IoT 

devices; 

● the network security level: this level provides 

the specification of the suitable network security 

functions to ensure the trusted operation within the 

networked IoT environment; 

● the application security level: this level pro-

vides the security guarantees for the IoT applications 

instances in order to secure their communications and 

other operations that are required in the IoT en-

vironment. 

The main challenges to be considered in order to 

define and develop a full-operational security frame-

work for IoT applications are the following [5]: 

● the resource constraints of the IoT devices 

(things) together with the heterogenous aspects of 

the communications, data storage and process-

ing tasks and the vulnerabilities of the wireless 

transmission medium. The main challenge results 

from the heterogenity in networks protocol design 

and IoT system operation, while considering the 

resource constraints for data storage, processing 

and transmission within an IoT environment. An IoT 

system typically relies on a resource-constrained 

network in which the nodes (IoT devices or things) 

capabilities are reduced as concerning CPU, memory 

and energy. T his feature significantly impacts the 

security mechanisms design and implementation for 

IoT application data protection. The reduced energy 

budget of the IoT devices is another issue with serious 

impact regarding the security protocol implementation 

and their operation; this becomes even more critical 

under DoS (Denial-of-Services) attack conditions; 

● the bootstrapping of an optimized security 

domain (centralized vs. distributed security ma-

nagement). This challenge is given by the way in 

which the IoT devices communicate their identity 

information under the privacy protection require-

ment. It is important also the security management 

to be implemented: centralized or distributed. In 

the actual real IoT systems, the most implemented 

security management is based on the centralized 

approach, in which all of the security credentials ex-

changes are managed by a central entity. This 
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allows for a central management of IoT devices as 

regarding their security credentials and for an easy 

handling of the cryptographic keys. Despite of these 

advantages of the centralized security manage-

ment, there are some drawbacks that include [5]:  

 a single point of failure, which is critical when 

the key distribution between 2 IoT objects requires to 

have an always-on connectivity to the central entity; 

 the limited opportunities to set arbitrary se-

curity domains without a strong dependency on a 

dedicated security infrastructure. 

The 2nd option is to design a descentralized 

security model for the IoT environment. This ap-

proach is useful if the real application does not 

require an always-on central security management 

unit. In this case the resulted ad-hoc security domains 

could operate in a stand-alone way. The main 

advantage is that the new ad-hoc security domains 

could be further added to an existing centralized 

security architecture according to the application re-

quirements; this provides flexibility and also scalability. 

On the other hand, the bootstrapping process in which 

an IoT device associates to another object or to a 

network strongly depends on the overall selected 

security model, centralized or distributed, respecti-

vely. As concerning privacy-aware identification of 

the IoT objects, this became an important chal-

lenge especially since the last few years because 

the IoT environments included not only passive 

devices but also active and sensing devices, with a 

significant impact on the individuals private life. The 

typical approach for Human-to-Thing and Thing-to-

Thing interactions is to apply privacy-aware identi-

fiers in order to prevent unauthorized user tracking; 

● the operational security mechanisms imple-

mentation should not constrain the operations 

within the IoT system for a real application. In the 

operational stage of an IoT system, the following 

security issues should be carefully considered, as 

much as the IoT devices could relate the state 

information that are generated during the bootstrapping 

stage [5]:  

 end-to-end security, which is actually a ty-

pical security requirement for NGN (Next Generation 

Networks). However this becomes an important 

challenge for securing the individual communica-

tions within the IoT enviroments, includind Machine-

to-Machine communications; 

 group membership and security. This chal-

lenge concerns the group key negociation and 

agreement, that should be an important security 

service for the Thing-to-Thing communication within 

an IoT environment; 

 mobility and IP network dynamics. In many 

IoT environments the things (IoT devices, sensors) 

could be mobile by attaching to various networks 

during the time of a security association. This fea-

ture has a significant impact regarding the overhead 

of the criptographic protocols. However, the re-

quirement for an IP-layer mobility depends on the 

application scenario for the IoT system. Sometimes 

a mobile gateway could be sufficient as support for 

mobile IoT applications. The mobility support becomes 

very important especially in those cases in which the 

individual things (IoT devices) change their point of 

network access during the application specific data 

communication process. 

3.2. The security and privacy in IOT 

applications 

Data security in IoT [2] 
 

 The main reasons of the vulnerabilities for the 

IoT applications support systems are the following: 

● the weak attending of the IoT systems 

components for most of their operational time, which 

is an enabling factor for physical attacks; 
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● the typical vulnerabilities of the wireless com-

munication medium, especially for eavesdropping 

and other attacks (pasive and active); 

● low or limited resources or capabilities in terms 

of energy and processing/computing for many IoT 

objects (devices). This reduces the opportunities to 

design and implement more complex security func-

tions that should be able to process significant data 

amounts from various sources and, therefore, to 

prevent or reduce the attacks effects. 

Particularly, the most important data security 

problems for IoT applications are related to authen-

tication and integrity.  

The authentication is a very challenging process 

in IoT context because it requires suitable authenti-

cation infrastructures and servers to secure the 

message exchanges between the IoT network nodes, 

while guaranteeing those information validity in respect 

to the messages sources. In IoT it is not allways 

possible to provide a full message exchange for data 

origin verification. 

Several solutions were approached during the last 

few years especially for sensor networks. However, 

the proposed solutions could only be applied when 

the sensor nodes belong to a sensor netowork that 

is connected to Internet via some gateway nodes. 

This approach is not suitable for an IoT environment. 

This is because in an IoT system or environment the 

sensor networks are actually nodes in Internet, 

having their own IP addresses; it is necessary to 

implement their authentication just from nodes that 

are not belonging to the same sensor network. 

Therefore the full integration of the sensor net-

works in Internet, and not the simple connection via a 

gateway node, generates the IoT specific security 

problems, especially as concerning the authentication 

function. 

Additionally, none of the actual available solutions 

does not allow to suitable manage the proxy attack 

problem (Man-in-the-Middle attacks), as depicted in 

figure 9. 

The data integrity security solutions prevent or 

reduce the opportunities of an attacker to modify the 

data during the communications process, and without 

the detecting capabilities of the designed security 

function. Although the data integrity problem was 

intensively approached in Internet-based applications, 

additional problems arise for the IoT support systems 

especially while the IoT objects spend most of the time 

unattended. The attackers could modify the data either 

during their storing in the nodes or during their 

communication through the network. 

  

 
 

Figure 9. Man-in-the-Middle attack [2]. 
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Finally, most of the actual solutions for data security 

in Internet are based on some cryptographic tech-

niques. The typical cryptographic algorithms require a 

lot of resource consumption, in terms of energy, 

processing, storage and bandwidth, both at the source 

and destination nodes, respectively. These solutions 

could not be directly used for IoT systems, because the 

IoT devices are typically resource-constrained.  

 

Privacy in IoT [2] 
 

The privacy concept is already recognized in all 

legislations, either at european level and worldwide. 

The concerns about the protection and ensuring the 

privacy for the generated, stored and sent data 

became a significant barrier for the new technologies 

development, implementation and acceptance, 

especially in case of IoT. 

The main reason of these concerns is that the ways 

in which data collection, mining and relevant infor-

mation providing are performed in IoT are completely 

different from those within the typical Internet-based 

applications. The IoT environment provides a sig-

nificantly higher number of opportunities for personal 

data collecting, and this is especially due to the high 

variety of the interconnected devices. This causes a 

big limitation for individuals to personally control the 

disclosure of their private data. 

IoT represents an environment in which the privacy 

is concerned in several ways. In the traditional Internet-

based applications the privacy problems arise for 

Internet users with active roles in applications. In the 

IoT applications the privacy issues arise even for indivi-

duals that are not directly involved in any IoT process. 

3.3. The security architecture for IOT:  

design principles  

The security architecture for IoT systems should 

provide a full framework to handle [6]: 

● the same security issues as for the sensor net-

works, mobile communications systems and Internet; 

● the critical issue of privacy, various authen-

tication and access control configuration issues; 

● application specific information storage and 

management. 

Privacy protection and the customized data security 

functions seem to be the main security challenges 

for IoT applications [2], [5], [6].  

Taking in account the previously mentioned security 

challenges for IoT environments, the definition of a 

suitable security architecture for IoT (figure 10) will 

be based on the division of IoT into the folowing 3 

layers [6]:  

● Perception layer, divided into perception node 

and perception network sub-layers, respectively; 

● Transportation layer, divided into the following 

sub-layers: access network, core network and local 

area network (LAN) sub-layers, respectively; 

● Application layer, also divided into application 

support and IoT application sub-layers, respectively. 

This security architecture, with the full model 

depicted in figure 10, should represent the complete 

framework supporting the security of all the involved 

layers and sub-layers. Also IoT security should be 

implemented in a cross-layer way [6]. 

The perception layer security includes [6]: 

● RFID security: security problems related to no 

uniform international encoding standard for RFID 

tag, conflict collision, RFID privacy protection, trust 

management; 

● WSN security: cryptographic algorithms for 

WSN, key management in WSN, secure routing proto-

cols for WSN, trust management of WSN nodes 

● RSN (RFID sensor network) security: security 

problems of heterogeneous integration (integration 

of RFID and WSN) 
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Figure 10. The security architecture for IoT [6]. 
 

The transportation layer security includes [6]: 

● Access network security: WiFi security issues, 

ad-hoc security issues, mobile communications 

networks issues (3G, 4G, 5G); 

● Core network security: typical security issues 

and solutions for Internet; 

● Local network security: measures for server’s 

independent protection and data leakage control, 

network access control, denial of malicious code, 

closing or deleting unnecessary network services, 

constantly system updating 

The application layer security includes [6]: 

● Application support security: middleware tech-

nology security, cloud computing platform security 

● Specific IoT applications security: there are 

specific security requirements according to the real 

applications for the end-users 

Therefore the security architecture for IoT sys-

tems is a mult-layered one and the security functions 

design and implementation should be performed 

considering the specific requirements for each layer 

and sub-layer and also the cross-layer integration. 

This allows to efficiently approach the heterogeneos 

network security issues [5], [6].  

4. CONCLUSIONS 

In this paper we approached the actual security 

problems for IoT systems and real end-users appli-

cations. Starting with the basic concepts about IoT 

systems and a brief taxonomy of IoT applications 

domains, we presented the most challenging security 

issues for IoT. Actually the typical security solutions 

that are already applied for Internet-based services 

are not very suitable for IoT systems because of the 

huge heterogenity of the interconnected devices. 

Additionally, the typical security infrastructures 

based on PKI and Certification Authorities could not 

be applied for IoT environments given their features 

and communication patterns, that are strongly 

different from the classic Internet-based dataflows. 

While considering these challenges, we pre-

sented a mult-layered security architecture model for 
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IoT. The described model should be suitable for a 

comprehensive design, development and implemen-

tation of security functions for IoT environments and 

systems, with intra- and inter-layer approaches.  

However, the security solutions selection, design 

and implementation for real IoT applications should 

carefully be customized and optimized according to 

the end-users requirements concerning security 

performances, implementation complexity and costs.  

REFERENCES 

[1] Ovidiu Vermesan, Peter Friess: Internet-of-Things 

From Research and Innovation to Market Deployment, 

River Publishers, http://www.internet-of-things-

research.eu/pdf/IERC_Cluster_Book_2014_Ch.3_SRI

A_WEB.pdf 

[2] Luigi Atzori, Antonio Iera, Giacomo Morabito: The 

Internet of Things: A survey, Computer Networks 54 

(2010) 2787–2805, Elsevier https://www.miun.se/ 

siteassets/fakulteter/nmt/summer-university/1-s20-

s1389128610001568-mainpdf 

[3] Ovidiu Vermesan, Peter Friess: Converging 

Technologies for Smart Environments and Integrated 

Ecosystems, River Publishers, http://www.internet-of-

things-research.eu/pdf/Converging_Technologies_ 

for_Smart_Environments_and_Integrated_Ecosystems

_IERC_Book_Open_Access_2013.pdf 

[4] Debasis Bandyopadhyay, Jaydip Sen: Internet of 

Things - Applications and Challenges in Technology 

and Standardization, Wireless Personal 

Communications May 2011, Springer, Volume 58, 

Issue 1, pp 49–69 https://pdfs.semanticscholar.org/ 

bf07/b9417ab428f54d3b66624fdfe39c7ddb969f.pdf 

[5] Tobias Heer, Oscar Garcia-Morchony, Ren_e 

Hummen, Sye Loong Keohy, Sandeep S. Kumary, and 

Klaus Wehrle: Security Challenges in the IP-based 

Internet of Things, https://ai2-s2-pdfs.s3. 

amazonaws.com/9706/98bf0a66ddf935b14e433c81e1

175c0e8307.pdf 

[6] Qi Jing, Athanasios V. Vasilakos, Jiafu Wan, Jingwei 

Lu, Dechao Qiu: Security of the Internet of Things: 

perspectives and challenges, Wireless Netw DOI 

10.1007/s11276-014-0761-7, Wireless Networks 

November 2014, Volume 20, Issue 8, pp 2481–2501. 

 


