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 The Multimodal Technologies usage for Security Systems 

Design (I): Data representation and feature selection  
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Rezumat. O abordare modernă în proiectarea şi 

dezvoltarea de sisteme de securitate se bazează pe 

utilizarea de tehnologii multimodale. Tehnologiile multi-

modale constau în metode de procesare a datelor din 

surse multiple şi, de regulă, independente, ca bază 

pentru generarea şi furnizarea de informaţii relevante 

(de tip scor) pentru funcţii de decizie în variate aplicaţii. 

Proiectarea de sisteme de securitate bazate pe the-

nologii multimodale şi utilizând tehnici avansate de 

învăţare maşină necesită date relevante pentru dome-

niul problemei, respectiv pentru obiectivele specifice 

ale aplicaţiilor de securitate. Prin urmare, o reprezentare 

adecvată a datelor şi o selecţie corespunzătoare a 

caracteristicilor sunt premize pentru dezvoltarea unor 

soluţii de securitate cu performanţe ridicate dar şi 

adaptate cerinţelor aplicaţiilor reale. Metodele tipice 

disponbile în prezent pentru reprezentarea spaţiilor de 

caracteristici, precum şi pentru optimizarea acestora 

prin selecţia caracteristicilor relevante, sunt abordate în 

mod sistematizat. 

Cuvinte cheie: tehnologii multimodale, sisteme de 

securitate, învăţare maşină, caracteristici. 

Abstract. A modern approach for the security systems 

design and development is based on the multimodal 

technologies usage. The multimodal technologies 

include methods that are applied to process data from 

multiple and, typically, independent sources, as support 

to generate and provide meaningful information (such 

as scoring) for decisions functions in various 

applications. The multimodal security systems design, 

with advanced machine learning techniques usage, also 

requires relevant data for the problem domain and for 

the specific goals of the security applications. Therefore, 

a suitable data representation together with a proper 

feature selection allows to develop high-performance 

security solutions customized for the real applications 

requirements. The paper presents the currently avail-

able methods for the feature spaces representation, 

also for their optimization through the relevant feature 

selection. 

Keywords: multimodal technologies, security systems, 

machine learning, features. 
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1. INTRODUCTION 

The actual advances in networking technologies 

enforced the concerns about the security issues. This 

is due either to the enlarging range of the emerging 

threats and also to the new applications, devices and 

networks vulnerabilities. On the other hand, the actual 
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concerns about the security functions design and 

implementation deal with a lot of issues, most of them 

resulting from the need to optimize complexity vs. 

performance ratio. This means that the designed 

mechanism should provide the required security level 

for the real application, but with a careful considera-

tion of its impact on the application functionalities. A 
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modern approach for the security systems design and 

development is based on the multimodal techno-

logies usage. The multimodal technologies include 

methods and algorithms that are applied to process 

data from multiple and, typically, independent sources, 

as support to generate and provide meaningful 

information (such as scoring) for decisions functions in 

various applications. The multimodal technologies 

provide the information support to the decision 

systems, in this case with focus on data and networks 

security. 

The multimodal security systems design, with 

advanced machine learning techniques usage, also 

requires relevant data for the problem domain and for 

the specific goals of the security applications. 

Therefore, a suitable data representation together 

with a proper feature selection allows to develop high-

performance security solutions customized for the 

real applications requirements. 

The security functions implementation process, 

and especially the authentication for the remote 

databases access control, is becoming a real 

challenge for mobile applications in areas like Banking 

and Health. The main challenge results from the need 

to adapt the security performances to the specific 

constraints of storage and processing resources 

belonging to the mobile devices, despite of the actual 

technological advances. Furthermore, the design and 

development of security functions based on multiple 

factors, with various data types processing and 

acquisition from independent sources, still has 

significant challenges concerning the complexity and 

performances adjustment even for conventional 

desktop-based applications [1]. 

The paper has the following structure: Section 2, 

that presents some basic concepts about the 

multimodal technologies, together with their main 

security applications classes; Section 3, that presents 

the design principles that can  be used to develop 

security systems using multimodal technologies, but 

with focus on feature space representation and feature 

selection; Section 4, that concludes this paper. 

2. MULTIMODAL TECHNOLOGIES: BASIC 

CONCEPTS AND SECURITY 

APPLICATIONS 

In order to define a comprehensive framework 

concerning the multimodal technologies usage for 

security systems design, some basic concepts 

should be provided together with a classification of 

the security applications that could be addresses with 

multimodal technologies.  

2.1. Basic concepts  

The basic concepts about the multimodal 

technologies and their usage for security systems 

deployment and implementation are the following [1]:  

• Security multimodal technology: a set of 

techniques, procedures, methods and algorithms for 

processing data from several and typically inde-

pendent sources, in order to provide useful information 

(typically as scoring) to the decision module for the 

security application; 

• Multimodal security system: an ensemble 

consisting in several structural-functional components, 

based on security multimodal technologies, together 

with their inter-dependencies, allowing to meet one or 

several specific security objectives; 

• Decision multimodal algorithm: a sequence 

of data processing operations allowing to generate a 

certain outcome and a decision. Typically the deci-

sion is generated using an approach in which a global 

score is matched against a specific security 

threshold. The global score is computed as a com-

bination among several individual scores using a 
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certain fusion rule. The security threshold is specified 

during the design stage for applications requiring to fix 

a certain security level; sometimes a certain flexibility 

is allowed, with specification of several security levels 

and therefore deploying a multi-threshold approach; 

• Multimodal fusion: a rule that applied on a set 

of individual extracted features, computed scores or 

taken decisions within a multimodal security system 

and using a parametric or non-parametric mathe-

matical model generates a global score as a function 

of the individual inputs. For the security applications 

(such as intrusion detection or biometric authentic-

ation), the data fusion process combines several 

security parameters or various numerical amounts that 

are derived from them, with relevance according to the 

real application requirements (i.e. intrusion detection, 

biometric authentication); 

• Security threshold: an amount that deter-

mines a security function strength, actually the 

degree in which that function meets the security goals 

for the client application. The threshold value is used 

as reference for matching the global score. The 

threshold is typically fixed by design, according to the 

application requirements and also the support system 

vulnerabilities; 

• Operating Point (OP): a pair of values for 

some performance measures, that are achieved for a 

fixed security threshold. The typical performances 

measures that are considered for finding the optimal 

operating point are: True Positive Rate (TPR), False 

Positive Rate (FPR), True Negative Rate (TNR) and 

False Negative Rate (FNR). The significance of these 

amounts are depending on the application goals. In 

the most cases, OP is given by the pair of values for 

TPR and FPR that are achieved for a certain security 

threshold within the ROC analysis process; 

• ROC (Receiver Operating Characteristic) 

analysis: a procedure in which a set of operating 

points is generated, for a given number of security 

thresholds that are fixed depending on the application 

requirements. The ROC analysis outputs (the 

determined threshold-based OPs) are represented 

on the ROC curve allowing to see the expected 

performance of the designed system;  

• Optimization: a procedure that is applied in 

order to adjust the designed system performances to 

the specified requirements of the real application. 

This procedure may take in account either technical 

and economical criteria. The security systems 

optimization could be done either by design (through 

an appropriate selection and parameterization of the 

learning model) or at run-time (through an appropriate 

selection or fixing the target OP according to the 

application-required security level); 

• Features: some variables associated to low-

level properties or attributes  of an object, process, 

individual or system, and that are used as input for a 

learning modeling process in order to predict some 

specific outputs, to automatically recognize or dis-

criminate among the interest classes, according to the 

applications goal. The low-level characteristic means 

that these variables are directly achieved from the raw 

data, without any fusion or other functional combina-

tion. Sometimes, additional transformations are applied 

on these primary variables (such as Principal Com-

ponents Analysis) in order to additionally optimize the 

feature spaces as concerning their dimensionality and 

discriminant capacity; the results of these transforms 

are also named features; 

• Feature vector: a mathematical representation 

of the features that are grouped based on some 

application domain specific criteria. The representation 

is typically given as a column vector with a certain size 

(D, the feature space dimensionality, the number of 

features that are generated, computed or extracted 

from the raw data samples); 
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• Feature space: the D-dimensional vector 

space in which the feature vectors for a certain 

application are located. The feature space contains 

all the variables or low-level attributes belonging to a 

certain process, individual, object or system, together 

with their corresponding numerical ranges. In most of 

the real applications the feature space is multi-dimen-

sional and the probability density functions (pdf) that 

are used  to show the feature values distribution are 

associated to some random variables that follow 

multivariate distributions laws. Each feature vector is 

represented as a point within a multi-dimensional 

feature space; 

• Pattern: a collection of features together with 

the right class label that is associated with the corres-

ponding object, process or individual from which the 

features were previously derived. The data labeling 

taks is performed either manually (by a human 

expert), automatically (with an agent-based approach) 

or with a hybrid approach that combines the human 

decision with agent-based modules; 

• Pattern recognition system: the ensemble of 

several components, modules, devices and even 

applications, together with the functional relationships 

among them, that performs the object, individuals or 

processes classifications based on their discriminant 

atrributes (features). The classification decision for a 

feature vector is based on previously achieved 

knowledges as a result of a training (learning) process; 

• Training/learning: the procedure that allows 

to the designed machine learning system to associate 

the input data samples (represented as feature 

vectors) with true class labels. The process actually 

builds a model based on the data samples with known 

class membership, such as to be able to make 

accurate predictions on samples that are not seen 

during the training (therefore to guess the class 

membership of future samples). This is actually the 

supervised learning process, that uses labeled data 

samples in order to design a reliable predictive model. 

Another approach is the unsupervised learning, 

based on cluster analysis algorithms, in which 

unlabeled data samples are used in order to discover 

clusters and to perform outliers or anomalies detection, 

according to the application goal. A hybrid approach 

(semi-supervised learning) could be also 

considered, in which the learning process uses a 

small amount of labeled samples together with some 

unlabeled ones; 

• Decision boundary in a D-dimensional 

feature space: the line, surface or, for the most 

general D-dimensional case, the hypersurface that 

separates the examples belonging to different classes. 

The separation is actually based on the partitioning of 

the input feature space into several datapoints 

regions, each of them corresponding to one class to 

which the input sample can belong to. If the decision 

boundary is a hyperplane, then the modeling proces 

support a linear approach for data samples se-

paration, the corresponding classes being linearly 

separable, otherwise the discrimination process 

requires a non-linear modeling approach. A decision 

boundary is actually a region within the input data 

space in which the output label provided by a 

classifier is ambiguous [2]; 

• Pattern recognition algorithm: the operations 

sequence that builds the decision boundaries for data 

classificationl; 

• Cost function: a quantitative measure for a 

classification error cost. A typical cost function is the 

square mean error between the labels (or classifier 

outputs: the true value and the predicted value, 

respectively); 

• Classifier: a functional module belonging to 

the overall machine learning system in which the 

appropriate adjustment of a certain mathematical 
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model parameters generates relevant scoring informa-

tion to support the decision making according to the 

application requirement. The decision concerns the 

class membership of the input samples (given as 

feature vectors); 

• Error: the wrong labeling of the data samples, 

therefore an incorrect classification decision. The 

classification error cost results from the conse-

quences of a wrong decision and depends on the 

application requirements. 

2.2. Security applications classes 

There are 2 main classes of typical security 

applications that could be developed and imple-

mented using multimodal technologies [1]:  

• Intrusion detection/prevention (implement-

ed as Intrusion Detection/Prevention Systems, IDS/ 

IPS), especially IDS based on anomalies detection/ 

recognition. The design may use a supervised or 

unsupervised approach. The supervised learning is 

based on the properly training of some predictive 

models in order to accurately detect or recognize 

specific types of attacks. The unsupervised learning 

for IDS is applied usually to find out some outliers that 

can suggest suspicious anomalies within the target 

network or mobile device/applications behavior; 

• Biometric authentication (implemented as 

Biometric Systems), in which several human traits are 

combined to perform the individuals recognition, 

either for identity verification or for identification. 

Actually these are general applications for data 

and network security, with potential to be used in 

various areas. Another taxonomy includes domain-

specific applications of the multimodal security 

technologies, that are particular implementations of 

security functions (such as authentication,  the 

fraudulent activities detection in real-time for specific 

areas like Banking, Health, Government and so on). 

 3. DESIGN PRINCIPLES FOR SECURITY 

SYSTEMS USING MULTIMODAL TECHNO-

LOGIES: DATA REPRESENTATION AND 

FEATURE SPACE OPTIMIZATION 

The security systems development using multi-

modal technologies should consider several design 

principles and tools, that are typically related to some 

advanced machine learning techniques. 

3.1. Design principles and tools for 

multmodal security systems 

The design principles and tools for multimodal 

security systems include typical tasks a that support 

the development of applications based on advanced 

machine learning techniques [1]. Therefore, the 

following technological issues, tools and principles 

should be considered for the overall design and 

development process: 

• Reducing or optimally adjustment of the 

dimensionality of data that are used to generate 

the security credentials. This design principles 

actually states the need to reduce the feature 

spaces dimensionality in order to ensure the best 

features for the learning process. Several methods 

and algorithms are available for this purpose, and 

their usage depends on the application data characte-

ristics. This requires a careful analytic process on the 

available input data in order to find out their 

underlying structure and, as much as possible, to 

detect some hidden patterns able to enhance the 

learning process performance and effectiveness; 

• Optimization of the data classification 

process. In this case, starting from the various 

available models for data classification (supervised 

learning) that could be applied in order to provide 

specific security decisions, some particular design 
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options may be considered in order to enhance the 

overall learning process performance, such as: 

➢ Moving from multi-class to binary classification; 

➢ Applying a target-vs.-non-target classification, 

sometimes within a hierarchical classifier (with multi-

stage decisions) for multi-level security systems; 

• Applying data fusion techniques, at several 

processing stage. The data fusion is the core 

functionality for any security system in which several 

data types should be integrated within the multimodal 

approach. The other design principles and tools 

actually focus to enhance the security functions in 

order to provide a suitable performance for a certain 

complexity degree. 

The problem of feature generation and selection, 

with feature spaces transforms and the most relevant 

features selection, is further approached in the 

remainder of the paper. 

3.2. Dimensionality reduction/adjustment  

for the feature space optimization 

For the multimodal security systems design and 

development using machine learning-based ap-

proaches, the feature space dimensionality (i.e. the 

number of features) is a critical issue that should be 

carefully taken in account during some analytics 

process; this factor has a significant impact on the 

design and implementation complexity for the 

required security functions [1]. 

The feature spaces optimization could be done 

with 2 major methods categories [1]:  

• The feature space transforms, using 

supervised or unsupervised data projection-based 

techniques; 

• The most relevant features selection, using 

algorithms that retain the best features according with 

the security applications requirements.  

In many cases these procedures are sequentially 

applied: feature space transform followed by feature 

selection. 

3.2.1. The feature space transformation [1] 

The dimensionality reduction through feature 

space transform projects the original feature sets 

on reduced vector spaces. The desired and 

reduced feature set is generated based on all the 

original set components, without an explicit selection 

of them. The generic model of a feature extractor/ 

generator with projection-based feature space 

transforms is depicted in figure 1 [3].  

 

 

 

 

 

 

 

 
 
The feature space transform is achievable in 2 ways: 

• The unsupervised feature space transform: 

PCA (Principal Component Analysis) that allows to 

maximize the input data variance and also to 

decorrelate the extracted features. This is the most 

applied feature transformation. Another example is 

ICA (Independent Component Analysis) that only 

retains the statistical independent features; 

• The supervised feature space transform: 

Fisher LDA (Fisher Linear Discriminant Analysis), a 

Feature extractor/reductor 
 

Figure 1. Feature extraction/reduction [3]. 
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linear transform that is used to maximize the class 

separability of the feature sets. 

PCA is a linear and unsupervised feature 

extractor/reductor. The unsupervised attribute is 

given by the fact that the process of final features 

computation does not take in account the class 

membership of the original input data samples [4], [5], 

[6]. T he dimensionality reduction results from only 

retaining from the orginal set the features 

exhibiting a specified variance (that should be 

maximized), because they are expected to provide 

the highest discriminant capacity[1]. By definition, 

PCA is a projection transform that find out a 

certain linear subspace within the input feature 

space while keeping a higher fraction of data 

variance. The principal components are just those 

original features projected on the reduced-dimension-

ality subspace. PCA extractor is usually called with 

one of the following parameters[1],[3]: 

• the required number of principal components. 

This parameter provides the resulting feature space 

dimensionality; 

• the required fraction from the overall variance 

of input data. This variance degree should be pro-

vided for the projected data within the reduced space.  

When calling without any argues or parameters, 

PCA only makes the feature set decorrelation, 

therefore removes the correlated features from the 

original sets[1]. This is important from the informative 

degree of the feature sets that should be used during 

the learning process (data classification with deci-

sions according to the real application objectives). 

Another condition that exceeds the strength of the 

correlation removing/reduction is that of the statistical 

independence of the relevant features. This could be 

met using an ecquivalent transform named ICA (Inde-

pendent Component Analysis), that only preserves 

the statistical independent features from the original 

sets [1],[4]. 

The PCA transform of the feature spaces reduces 

their dimensionality through the following operations 

[1],[ 4], [5], [6], [7], [8]: 

• computing the mean vector µ and the 

covariance matrix Σ for the overall dataset; 

• computing the eigenvectors and the corres-

ponding eigenvalues for the covariance matrix; 

• selecting an amount of k eigenvectors that 

correspond to the highest eigenvalues; 

• building a d x k matrix A, with k columns 

representing the eigenvector. Here d is the initial 

dimensionality of the original feature space; 

• projecting the original feature sets on the k-

dimensional subspace, according to 

( )
T

y A x =  −       (1) 

where x is the feature vector representation of data 

within the original space, and y  is the feature vector in 

the transformed space (with reduced dimensionality). 

In many real cases, the PCA application in its 

typical form does not preserve the class separation of 

the original samples. This is because this transform is 

an unsupervised one, therefore all the processing 

that is applied to the original features does not take in 

account their class membership. Sometimes the PCA 

outcomes are even worse, meaning that the separability 

degree is significantly reduced on the resulted projected 

data. This is why a supervised modified form of PCA 

is sometimes used; this supervised PCA version 

exploits the class labeling of the input samples [1],[7].  

In this version, the algorithm uses a weighted version 

of the covariance matrix for the original data, in which 

the weights are the priors for the data classes, as 

given from the training dataset [7]: 

1

C

i i

i

P

=

 =     (2) 

where [1]: C is the number of classes (the partitioning 

regions within the feature space). Depending on the 
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security application specific goals, this amount counts 

for: 

• the number of security incidents types or intrusion 

patterns categories, for the intrusion detection; 

• the number of enrolled persons or 2 (classes 

Genuine and Impostor), for the biometric authen-

tication (in identification or verification operating 

modes, respectively); 

• the number of transactions categories or 

variations within the users activities profiles, for the 

real-time fraudulent activities recognition. 

The input data variance maximization is a required 

condition for the data separability optimization, but 

this is not enough to ensure a suitable degree of data 

separation to the further learning process. The main 

problem derives from the intra-class variance of the 

input samples, an amount that is neglected during 

PCA algorithm execution [1]. If the intra-class variance 

of data are too high (as one can see in many security 

applications), then the PCA projection, even with its 

supervised version (in which the weighted covariance 

matrix is applied) does not provide on optimal 

separability degree among the classes distributions, 

keeping a still high error classification rate despite of 

the further optimizations in the learning process. 

On the other hand, PCA still has some inherent 

advantages because it allows to find out and to 

analyse the internal structuring of the available date, 

also to discover some hidden pattenrns that could be 

useful for the overall learning module design. PCA 

allows to evaluate the complexity degree of the 

available data, and this is important in order to select 

the proper classification model for the further learning 

process. 

LDA is a linear and supervised feature 

extractor/reductor. The supervised attribute is given 

by the fact that the final features computation take in 

account the class membership of the original samples 

[4], [5]. The dimensionality reduction results from a 

linear projection of the input features, taking in 

account the class membership of the original data 

[1]. By definition, LDA (Fisher) is a method that 

finds out a certain linear transform w that applied 

to the input data generates another dataset with 

components that maximize Fisher criterion, 

therefore the inter-class vs. intra-class data variances 

ratio [4], [5], [7], [9], [10]: 

2

in t

2

in t

( )
e r c la s s

ra c la s s

J w




−

−

=          (3) 

In many use cases, the feature space opti-

mization with dimensionality reduction through 

the original feature spaces transform (and 

sometimes with the additional relevant feature 

selection), as a reliable approach to design customized 

security systems for the resources constraints and 

end-users performance requirements, is done based 

on the following critical factors [11]: 

• Training set Size (TS): amount counting for 

the number of labeled samples per class within the 

training set for the system design; 

• Feature set Size (FS): amount counting for the 

number of features that are extracted and retained 

through transforms like PCA, LDA, sometimes 

followed by feature selection through optimal or non-

optimal algorithms. 

 

The design process of high-performance multi-

modal security systems, especially for applications 

with resources and complexity constrains, requires for 

a properly optimization of the 
T S

F S
ratio, with the 

following approaches [11]: 

• varying TS and fixing FS; 

• varying FS and fixing TS; 

• varying together TS and FS. 
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The changes in these amounts should be done 

together with an optimal design of the learning 

module, actually with its appropriate parameterization 

(i.e. a suitable tuning or adjustment of parameters 

and hyper-parameters, respectively) and with finding 

the best OP on ROC curve.  

3.2.2. The feature selection [1] 

The dimensionality reduction through feature 

selection performs an object, process or system 

properties filtering, in order to retain and exploit 

the most relevant or informative attributes that 

ensure the classification performance 

improvement. The generic model of a feature 

selector is depicted in figure 2 [3]. 

 

 

 

 

 

 

 

 

The feature selection is a dimensionality 

reduction approach that should be applied if not all 

the extracted/generated/computed features have the 

same discriminant power; it also provides a classi-

fication optimization due to the execution time 

reduction (while having a reduced feature set as input 

for the learning process). 

Any feature selector have the following functional 

components [7],[12]: 

• the searching algorithm: includes all operations 

that are applied within the overall process of feature 

space searching and analysis, in order to retrieve an 

optimal point; 

• the evaluation criterion of the discriminant 

power: the performance measure that is considered 

to assess the features discriminant value and their 

relevance for the application. 

There are 2 main classes of typical searching 

algorithms for feature selection [4],[9],[12]: 

• optimal algorithms, that at least theoretically 

lead to achieve all the features with the highest 

discrininant capacity. The typical optimal algorithms 

are the following: 

➢  exhaustive search that proceeds to evaluate 

each feature subset from the original set by 

training a classifier on that sub-set, then finding 

its generalization performance and finally selecting 

the sub-set that provides the best performance. 

This approach is very expensive as concerning the 

execution time, given the high computational effort 

that is required even for a relatively small extracted 

features number. The number of features subsets to 

be evaluated combinatorially increases with the 

number of original features; 

➢ branch & bound algorithm, that could only be 

applied on strictly monotonic criteria, and not for 

classification error. Actually B&B is the most widely 

applied approach for large-scale ƝƤ-hard combinatorial 

optimization problems. A B&B algorithm performs a 

searching process within the overall solutions space 

for a problem, in order to find out the best one meeting 

a set of given requirements  [13]; in the case of multi-

modal security systems based on machine learning, the 

problem is to determine the best subspace from the 

original feature space, as support for an accurate 

learning process for the security credentials that are 

required in application. The complete exploring of the 

solutions space (that is actually the original feature 

space in the case of feature selection problem) is 

usually not reliable from the complexity and time 

costs reasons. This is the reason for an approach 

based on using bounds for the objective function 

to be optimized; these bounds, together with the 

value of the current best solution allows the 

Feature selector 

Figure 2: Feature selection [3]. 
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algorithm to search parts of the solution space only 

implicitly. At any moment during this process,  the 

status of the current solution with respect to the 

searching within the overall solutions space is shown 

by a pool of yet unexplored subsets together with the 

best solution that was found so far. There is a 

dynamically generated search tree in which the 

unexplored subspaces are represented as nodes and 

each iteration processes one such node with the 

following operations: selection of the node to be 

processed, bounds computing and branching. 

Intially there is only one subset  that is the complete 

solution space to be searched. The initial state and 

the 1st step of the overall B&B searching process are  

represented in figure 3  [13]. The search process 

finishes when there is no unexplored part of the 

solutions space left; the optimal solution is the one 

labeled as „current best”; 

 

 
 

Figure 3: Example of the search space in B&B   [13]. 

 

• sub-optimal algorithms, that allow to achieve 

some feature sub-sets not always with the best 

discriminant values, but adjusted to the real appli-

cations requirements as concerning the performance 

and execution time. The non-exhaustive methods of 

the feature space searching require to meet the 

monotonic condition of the objective function on the 

partial feature subsets.  The typical non-exhaustive 

sub-optimal algorithms include: 

➢ depth-first search, an algorithm for searching in 

tree or graphs that starts at the root (initial node) and 

explores as much as possible from the structure 

along each of the branches, before backtracking;  

➢ breath-first search, an algorithm for searching 

in tree or graphs that starts at the tree root (or from 

some arbitrary node of the graph) and explores first 

all its neighbors, before going to the next level 

neighboring nodes; 

➢ individual ranking, in which the optimization 

criterion is separately applied for each individual feature. 

Each feature is individually ranked based on the given 

criterion. This is a simple and fast method, but its main 

drawback is that it does not exploit the potential 

correlations among the features (their simultaneously 

informativeness). The speed advantage allows to apply 

this method  as an initialization pre-selection step of a 
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candidate feature subset from a large extracted feature 

set, a starting point for running other optimal subsets 

generation algorithms. However, in many real applica-

tions, some features that individually provide a weak 

classes separability, if they are considered together for 

the learning/ classification task, then they provide a 

significant improvement of the discriminant power; 

➢ random selection, that proceed to evaluate an 

extended set containing feature subsets randomly 

chosen. The final outcome is the best of the analysed 

subsets. This approach is useful to implement more 

complex algorithms for feature selection (such as 

genetic algorithms) or to provide the initialization step 

of some greedy searching procedures (such as the 

forward/backward search selection). The greedy 

methods locally find the best solution; 

➢ sequential or hill-climb search, with the follow-

ing types:  

o  forward sequential search (FSFS, Forward 

Searching Feature Selection): with iterative addition 

of features to the current optimal subset, until a new 

feature addition does not further improve the discri-

minant power of the current subset. It starts with the 

best individual feature; it is added to a feature subset 

that together with this new feature provides the best 

result for the applied selection criterion. The process 

then adds features while this addition  improves the 

performance that is given by the objective function.  It 

finishes when all the original features are explored; 

o  backward sequential search (BSFS, Back-

ward Searching Feature Selection): with iterative 

removing of features from the current subset, until a 

feature removal does not further improve the discri-

minant value of the current subset. The procedure is 

quite similar to FSFS, but the selection process starts 

with all the extracted features and within each 

iteration step, it removes those features that decrease 

the selection criterion value. The process runs until a 

feature removal from the current subset does not 

further improve the performance; 

o  floating search: a combination of forward and 

backward sequential search. The methods alternates 

the selection modalities through forward searching 

and backward searching, respectively, with the steps 

number fixing for each kind of search. After each 

forward searching step (with a new feature addition 

to the current subset), a backward searching step 

runs that removes a feature from the current subset; 

➢ genetic algorithms (GA), that are best known 

for their property to efficiently search large solutions 

space but with little a priori knowledges. Their noise-

insensitivity property makes GA reliable design 

options for feature selection strategies in various real 

applications [14], including security ones. GAs, as 

adaptive searching techniques, provided significant 

performance enhancements over many random and 

local search techniques, given their capability to exploit 

accumulating information about an initially unknown 

searching space in order to optimize the searching 

process of promising subspaces. The GA approch is 

actually a domain independent searching technique, 

and this is why it is realiable to use in applications in 

which providing rhe domanin knowledge is still a very 

challenging task. The GAs application to real problems 

solving requires to select a suitable representation 

and also a proprer evaluation function. Particularly, 

the feature selection requires to achieve an appro-

priate representation of the space for all possible 

subsets that should be generated from a given 

feature set  [14]. 

The feature selection criteria are measures that 

allows to decide on preserving or removing a feature 

or a feature subset. The most applied criteria for 

feature selection algorithms are grouped into the 

following categories [4],[9],[12]: 
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• wrapper criteria, in which the feature selection 

is performed using a classifier performance measure 

(typically the classification error rate). A classifier is 

trained on a dataset, and its generalization perform-

ance on an independent dataset is used to support 

the decision about keeping or discarding the features. 

This approach is computationally expensive [7]; 

• filter criteria, with measures of the separabily 

degree for data within the interest classes. The typical 

criteria are the following amounts [8],[12]: 

➢ the Mahalanobis distance between 2 classes A 

and B [3]: 

1
( , ) ( ) ( )

T

M A B A B
d A B    

−
= −    −  (4) 

where 
A

  and 
B

  are the 2 classes means, and 

  is the classes covariance matrix. This amount is 

feature scaling-invariant and also it exploits the 

correlation degree among the features. Typically this 

selection criterion is applied with the following opera-

tions [15]: 

o  modeling of each class with a Gaussian 

distribution; 

o  computing Mahalanobis distances among all 

the classes pairs; 

o  criterion evaluation using the computed 

distances matrix. 

➢ the Signal-Noise ratio (Fisher criterion), defined 

using the inter-class and intra-class variances [3]: 
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where 
2

A
  and 

2

B
  are the corresponding variances 

for the 2 classes;  

➢ the Kullback-Leibler divergence, that evaluates 

the overlapping or closeness (proximity) between 

2 class distributions. The KL divergence between 

2 classes distributions pA and pB is given by [4], [7] 

( )
( , ) ( ) ln

( )

A

K L A

B

p x
D A B p x d

p x
=          (6) 

This variable has non-negative values, but it is 

actually not a real distance, from the mathematical 

view, because it is not symmetric. 

4. CONCLUSIONS 

 

In this paper the methodological framework for the 

multimodal security systems design and performance 

evaluation is presented. Here the focus was especially 

on the raw data processing with the typical available 

methods for feature spaces representation and opti-

mization tasks.  

The reason for this focus is that a suitable data 

representation together with a proper feature selection 

allows to develop high-performance security solutions 

customized for the real applications requirements. 

The available methods concern either the feature 

space transformations with unsupervised and 

supervised approaches, but also the feature selection 

algorithms that could be applied in order to properly 

adjust the dimensionality but preserving the most 

informative features with the required discriminant 

power. These approaches are useful to provide a high-

performance learning process, because the models 

performances are supported not only by the underlying 

classification algorithms, but also the input data quality. 
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