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1. INTRODUCTION 
 

Around 1970, when the notion of 

microprocessor began to take shape, such a 

device introduced in the computer increased 

the cost to almost the value of an ordinary car. 

With the passage of time the demand for these 

electronic devices exponentially increased 

and the price has considerably dropped, 

becoming comparable, for example, with the 

price of a breakfast. Thus, as the number of 

transistors has consistently increase, the 

processing power reached a much higher level 

than a few decades ago. Since the price of 

microprocessors is now very low, such 

devices can be used in places where there was 

impossible to be placed a some time ago. 

Microprocessors can be located not only in 

regular computers or in centralized servers, 

but also in less dedicated objects such as 

children's toys, a smartphone, a performance 

camera, etc. That's why things can be created 

that have a certain intelligence [1].  

2. TCP/IP NETWORKS - 

GENERALITIES 

 

The Transmission Control Protocol / 

Internet Protocol (TCP / IP) model was 

developed by the US National Defense 

Ministry. They also created ‘the Internet’ and 

the whole range of TCP / IP protocols. This 

model was more successful than the Open 

Systems Interconnection (OSI) model, the 

latter one having to adapt to the more popular 

model. 

The TCP / IP model demanded a network 

that could survive under any circumstances. In 

this context, the "Cold War" was a decisive 

factor stimulating the research because the 

Soviet Union was in a state of constant 

conflict with the United States of America. 

One of the important differences between 

these two models consists in the modality of 

their desing. The OSI model is "prescriptive" 

[2] - the organizations that developed the 

model agreed to set up a committee to write 

specifications for how protocols are to be 

developed, after which these protocols will 

have to be implemented. So the model has 

been developed before it was actually 

implemented. On the other hand, the TCP / IP 

model is "descriptive" [2] - researchers have 

spent a long time trying to understand how to 

define protocols, develop prototypes, test 

them and see their results, and then develop 

the definitive model. 

Rezumat. IoT (Internet of Things) este un concept 

relative nou ce își propune o lume în care diferite 

lucruri sau obiecte ( electrocasnice, mașini, 

telefoane mobile, etc. ) să fie interconectate cu 

ajutorul rețelelor de calculatoare.  
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The TCP / IP model consists of a five-layer 

architecture where four of these deal with 

packet processing and the fifth with the 

hardware of the network (physical layer). This 

model is shown in Figure 1.  

 

 

Figure 1. TCP/IP Model 

In some documentations, the TCP / IP 

model has four layers, the Network Access 

Layer and Physical Layer being combined 

into one. 

Functions are generally the same on the 

two stacks, OSI and TCP / IP. 

The three higher levels: Application, 

Presentation and Session in the OSI model are 

equivalent to the TCP / IP Application level. 

These have been grouped together to deal with 

issues arising from high-level protocols, here 

taking into account representation, coding or 

dialogue control. 

The Transport Level provides a reliable 

and transparent message transfer service 

between two end-to-end communications 

systems. There are two main types of 

protocols: TCP (Transmission Control 

Protocol) and UDP (User Datagram Protocol). 

The TCP protocol provides an end-to-end 

connection by rearranging the segments in the 

order in which they were issued. The UDP 

protocol does not guarantee the correct 

rearrangement of the segments at the 

reception. 

The Internet layer provides functional and 

procedural means for sharing network service 

data over a network connection, integrating 

both transmission and non-connection 

transmission modes between transport 

entities. 

The Network Access layer deals with: error 

control between adjacent systems, flow 

control, frame and byte synchronization, 

physical addressing, and access control to the 

broadcast environment. 

The Physical Level has the following 

functions: enabling and disabling physical 

connection, multiplexing, transmission of data 

from higher levels, between data link systems, 

on a desired transmission medium and, 

implicitly, managing all of these functions. 

The model presented above is a simple one, in 

fact more complex functions and operations 

take place (Figure 2). Each level will check if 

the message is correctly received and will 

make a decision based on the type of message. 

For example, Transport will have to decide 

which application program should receive the 

message. The main difference between the 

model presented above and a real model is that 

a computer can have multiple network 

interfaces, and so multiple protocols appear at 

each level of the TCP / IP stack. 

 

Figure 2. The difference between the 

conceptual TCP / IP model and the real 

model 
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3. MICROCHIP TCP/IP STACK 

 

The TCP / IP stack developed by 

Microchip is divided into several layers 

(Figure 3). For each layer there is a separate 

file where the specific code is implemented, 

while the Application Programming 

Interfaces (APIs) and services are defined in 

the header / include  files [3]. At the same 

time, in the Microchip TCP / IP stack, 

different levels can access one or more levels 

that are not immediately right below to them 

in terms of stacking. This has been developed 

to avoid the adjacent modules in order to 

prevent overloading and use only the desired 

services. At the same time, two modules were 

added: "StackTask" and "ARPTask". The 

StackTask module deals with stack operations 

and all modules, while the ARPTask module 

serves to execute Address Resolution Protocol 

(ARP) protocol services. 

 

 

 

Figure 3. Microchip TCP/IP Stack 

 

4. IoT Concept 

 

As technological progress has had a huge 

impact on modern society, in most civilized 

countries people posses a smartphone. The 

performance of these devices has increased 

greatly over the past few years, reaching 

almost the performance of a regular computer 

or laptop. The smart phone can now run 

almost all the applications that are running on 

a computer. Thus, the "Internet of Things" 

concept focuses on the following: instead of 

having a small number of powerful devices in 

everyday life (computer, phone, laptop), it 

would be better to have a large number of 

devices , with a lower processing power 

(fitness fitness bracelet , refrigerator, washing 

machine, sneakers, etc. ) [4].   

Such a device is a smart tool, programmed 

by a processor, having sensors in the real 

world, emitting useful output data for the user, 

all integrated into an object that is used daily. 

The object is physically present in the real 

world, such as in the house, in the car, at work 

or close to the human body. It can receive 

input data from outside and transmits this data 

to the network for processing and processing. 

For example, intelligent sneakers will count 

the number of steps made by a person in one 

day, these being input data received by the 

sensors, and will send, with the help of Wi-Fi 
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technology, the data to be stored in a database 

. This database will be a mileage statistic each 

user day. At the same time, an object can 

produce output information in the physical 

world by means of actuators. For example, the 

bracelet that a person uses for running can 

vibrate if it has reached a certain number of 

kilometers to inform the user of the distance 

traveled. 

 

4.1 IoT Arhitecture 

 

The equation of an IoT architecture (Figure 

4), in which the sensors collect data from the 

environment, generates information and 

activates alarms if necessary, can be briefly 

defined in a graphical form. 

The actual IoT architecture is depicted in 

Figure 5. 

In order to interconnect objects and devices 

with databases and networks (specifically the 

Internet), a simple and inexpensive way of 

identifying these objects is needed. Only then 

the data can be collected and processed. This 

functionality can be provided, for example, by 

Radio Frequency Identification (RFID) 

technology. Data collection would be more 

effective if there is an ability to detect changes 

in the physical states of objects using sensors. 

As a result, nanotechnology, which has 

become more common in current devices, can 

facilitate communication between these 

objects. A combination of all of the above 

elements defines the concept of "Internet of 

Things" that connects objects in a smart way. 

RFID technology, used to identify objects, 

is involved in the IoT architecture. This allows 

real-time tracking of objects in order to 

identify their status and location. The first 

applications of RFID took place in areas such 

as: pharmaceutical industry, medical, personal 

security and access to various locations. 

 

 

 

4.2 IoT Security – RSA Algorithm 

 

A definition of security in the field of 

computing is given by the NIST Computer 

Security Handbook. Thus, security is the 

"protection provided for an automated 

information system in order to achieve the 

applied objectives of preserving the integrity, 

availability and confidentiality of information 

system resources, taking into account 

hardware, software, firmware, information / 

data and telecommunications” [5]. 

According to William Stallings [5], the 

definition above introduces three key 

Figure 4. IoT equation 

Figure 5.IoT Arhitecture 
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objectives that are the core of computer 

security. Thus, the three objectives are: 

▪ Integrity - is a term that covers two 

concepts: 

 Integrity of data - ensures that 

the information and programs 

are exchanged and transmitted 

in an authorized and specified 

manner; 

 Integrity of the system - is the 

system's fulfillment of all 

functions in an untouched way 

and deals with the avoidance of 

control over the system of other 

unauthorized functions; 

▪ Availability - provides the correct 

operation of the system and accessing it 

within a reasonable time; 

▪ Privacy - is a term that covers two 

concepts: 

 Privacy - ensures that private or 

confidential data and 

information is not made 

available to unauthorized users; 

 Intimacy - Ensures that the 

control of some users or the 

collection and storage of 

information related to certain 

users can be disclosed or 

prohibited. 

 

There are two classes of computer attacks: 

 Passive attacks - the program 

attempts to learn or use information 

from the system without affecting 

the system resources (data is not 

altered); 

 Active Attacks - the program 

attempts to affect system 

functionality or modify system 

resources (data is altered). 

In the context of IoT security, the RSA 

algorithm was developed in 1977 by Ron 

Rivest, Adi Shamir and Len Adleman at the 

Massachusetts Institute of Technology (MIT) 

and published in 1978 [5]. Since it was 

published, it has become the most widespread 

and used encryption algorithm. The RSA 

algorithm is a cipher block where the message 

to be encrypted and the encrypted message are 

integers between 0 and n-1, whichever n is. 

𝐶 = 𝑀𝑒  𝑚𝑜𝑑 𝑛 

𝑀 =  𝐶𝑑 𝑚𝑜𝑑 𝑛 = (𝑀𝑒)𝑑 𝑚𝑜𝑑 𝑛 = 𝑀𝑒𝑑  𝑚𝑜𝑑 𝑛 

where: 

C – Block Cipher 

M – Message Block that needs to be encrypted 

 

Both the emitter and the receiver must 

know the values of n and e. Instead, only the 

receiver knows the value of d. Thus, this 

algorithm uses the public key {e, n} and the 

private key {d, n}. There are three 

requirements for this algorithm to be used: 

1.let it be possible to find the values e, d, n, so 

that 𝑀𝑒𝑑  𝑚𝑜𝑑 𝑛 = 𝑀 for any values M <n; 

2.it is relatively easy to calculate 𝑀𝑒 and 𝐶𝑑for 

any M <n values; 

3.it is impossible to determine the value of d, 

knowing e and n. 

 

The first two requirements are easy to 

achieve, and the third one can be met for the 

high values of e and n. Suppose the user 

Daniel shared his public key and user Ana 

wants to send an M message to Daniel. Thus, 

Ana will compute 𝐶 = 𝑀𝑒  𝑚𝑜𝑑 𝑛 and convey 

the resulting encrypted C message. At the 

reception, Daniel will decrypt the message by 

calculating =  𝐶𝑑  𝑚𝑜𝑑 𝑛 .
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Figure 6. Example of RSA algorithm 

 

An example of the RSA algorithm is shown 

in Figure 6. Thus, the keys were generated in 

the following way: 

 We choose two prime numbers, a = 

19 and b = 13; 

 We calculate n = ab = 19 x 13 = 

247; 

 We calculate Φ (n) = (a - 1) (b - 1) 

= 18 x 12 = 216, a value called the 

Euler indicator, representing the 

number of positive integers smaller 

than n and relatively prime at n; 

 We choose the value e so that it is 

relatively prime at Φ (n) = 216 and 

lower as Φ (n); we choose, for 

example, the value e = 7; 

 We determine d so that de mod 216 

= 1 and d <216. The correct value 

is d = 31 because 31 x 7 = 217 = (1 

x 216) + 1. 

Thus, the resulting keys are the following: 

the public key PU = {7, 247} and the private 

key PR = {31, 247}. The example in Figure 6 

is described for an input message M = 76. 

 

4.3  1-Wire Technology 

1-Wire Technology is a serial protocol that 

uses a single data line plus mass reference for 

communications. A Master 1-Wire device 

initiates and controls communications with 

one or more Slave devices (Figure 7). 

Each Slave device will have a unique, 

unalterable and factory-programmed 64-bit 

address, called ID (Identification Number). 

An 8-bit group from this address will 

represent the family code field, which 

identifies the type and functionality of the 

device. Generally, 1-Wire Slave devices 

operate on a 2.8 V voltage range of 5.25 V. 

Most 1-Wire devices do not have a power 

supply pin; they feed from the 1-Wire bus. 

The main feature of 1-Wire technology is 

that the digital system operates on a two-

contact, ground-based and ground-to-ground 

basis voltage for half-duplex bidirectional 

communication. Disconnecting the 1-Wire 

bus or missing the slave device will take it to 

a defined restored state. When the supply 

voltage reappears, the Slave goes into 

operation and signals its presence. With a 

single contact to be protected, protection 

against electrostatic discharge is quite high. 

Unlike I²C (Inter-Integrated Circuit) or SPI 

(Serial Peripheral Interface), this technology 

is used for the environment where different 

users come into contact with the system, for 

example, by authenticating themselves. The 

1-Wire devices are presented with a 

conventional transistor (TO-92) and a 

Figure 7. 1 Wire Master - Slave 

Topology 
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package of integrated circuits (TSOC, SOIC, 

SOT23). 

Slave iButton is a computer chip enclosed 

in a 16mm diameter stainless steel thinner [6]. 

Thanks to this durable container, it can be 

easily transported by anyone. Its main 

application is to provide access to buildings or 

computers. 

The iButton device uses this container as 

an electronic communication interface. Each 

container has a data contact, also called a 

cover, and a ground contact contact, called the 

base. Each of these contacts is connected to 

the silicon chip inside. The two contacts are 

separated by a polypropylene ring seal. By 

connecting iButton with the two above 

mentioned contacts, it can be communicated 

using the 1-Wire protocol. The 1-Wire 

interface has two communication speeds: 

16kbps and 142 kbps. 

 

CONCLUSIONS 

 

As the number of devices connected to the 

Internet exponentially grows continuously, 

the IoT model is increasingly present in 

society. These devices are essential in some 

cases, both for individuals and for 

multinational companies. In this sense, the 

stack proposed by Microchip is a solution in 

the structure of the IoT architecture because it 

uses only certain functions in the TCP / IP 

stack required by the user, saving electricity.

Acronyms 

API - Application Programming Interfaces 

ARP - Address Resolution Protocol 

ID -  Identification Number 

I²C - Inter-Integrated Circuit 

IoT – Internet of Things 

MIT - Massachusetts Institute of Technology  

NFC - near field communication 

NIST - National Institute of Standards and 

Technology 

SPI -  Serial Peripheral Interface 

SOT - Small-outline transistor 

RFID - Radio Frequency Identification  

RSA - Rivest,Shamir and Adleman 

OSI - Open Systems Interconnection 

SOIP - Small-outline integrated circuit 

TCP/IP - Transmission Control 

Protocol/Internet Protocol  

TSOC - Thin small-outline circuit 

UDP - User Datagram Protocol 
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