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REZUMAT: Astazi amenintarile complexe de securitate necesitd un nou mod de lucru. Combinand tehnologia
potrivita cu expertiza de domeniu obtinem cea mai buna solutie de securitate pentru unitatea analizata.Exista
programe integrate,de exemplu Honeywell Security Manager,care protejeaza cladirile oferind accesul in timp
real si controlul asupra sistemelor de securitate in intreaga unitate - indiferent cat de complexa este aceasta.
Aceasta solutie modulara si scalabila include o securitate imbunétatita, pentru a asigura un timp de raspuns
mai rapid, o raportare imbunatatitd si o performanta optimizata a sistemului. Managerul de securitate
permite integrarea intr-o singura interfata a operatorului a sistemelor de siguranta, acces si securitate ale
cladirii. Aceasta ofera: raspunsuri mai rapide si mai precise (alarma centralizata; alarme/evenimente
integrate cu digital; vizualizari video live si clipuri inregistrate) si administrarea detinatorilor de card pentru
interactiunea cu bazele de date relevante. Managerul de securitate se poate integra, de asemenea, cu
Managerul Honeywell LifeSafety pentru a oferi o solutie totala pentru a sustine un mediu sanatos si sigur.
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ABSTRACT: Today, complex security threats require a new way of working. By combining the right technology
with the domain expertise we obtain the best security solution for the analyzed unit. There are integrated
software like Honeywell Security Manager that protects buildings by providing real-time access and control
over security systems throughout the unit - no matter how complex it is.This modular and scalable solution
requires us to improve the security system, to ensure a faster response time, an improved reporting and
optimized performance.The security manager allows the integration of the security, access and security
systems of the building into a single interface of the operator. It offers: faster and more accurate responses
(centralized alarm; digital integrated alarms/events; live video views and recorded clips) and cardholder
management for interacting with relevant databases. The Security Manager can also be integrated with the
Honeywell LifeSafety Manager to provide a complete solution to support a healthy and secure environment.
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1.INTRODUTION

The design, use and maintenance of buildings
and building service systems have become more and
more complex, in the sense of management of
information and knowledge [1]. The systematical
risk management methods and applications are
sophisticated ways to evaluate and manage the risks
[2]. Systematic risk recognition and assessment is
the method for managing risks and pinpointing the
responsible party. The stages of risk analysis are
defining the target, recognizing hazards, assessing
consequences, calculating probabilities, assessing
the total risk, and finally, removing, reducing and
preventing the risk [3,4].

All the systematically risk management methods
and applications evaluate and manage the risks
during the life-cycle of the building and the
associated technical systems [5,6]. Three presented
cases show possibilities to utilize methods in pre-
design, design and operation phases. The risk table

approach is a checking-list type of method, which is
a good tool for assessment of all the possible risks
existing in the building project [7,8]. The risk table
can be used as part of invitation for bids, as annex of
contract documents or as check-list during the
negotiations. The risk number approach is a simple
tool for pointing the drawbacksor risk components
of the complicated systems. The strength of the risk
number approach is evaluation of drawbacks based
on three sub-factors (severity, probability of
detection and probability of occurrence), which all
are evaluated separately, based on experts opinion or
measured values [9,10]. This is giving more
confidence on evaluation. The simulation tools can
be used as part of risk assessment, when evaluating
the effects of the quality of the building structures
and HVAC components on the energy consumption
and costs [11,12]. Risk analysis is a systematic way
of identifying possible accidents and estimating the
severity of the hazards. It is advisable to start by
identifying risk sources using qualitative methods.
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Risk identification is a detailed compilation of
the different risks within an object. It is comparable
to risk inventory, but the latter involves an overall
compilation of the risks and the collection of data
on the risk objects and objects which are subject of
protection [13,14].

2. EXPERIMENTAL PART
2.1. Materials and methods

In the process of risk analysis there are two main
categories: qualitative risk analysis and quantitative
risk analysis. The mathematical method of assessing
fire risk and fire safety is a quantitative evaluation
method.The mathematical method of assessing the
fire risk is used at the following capacities: civil
(public) buildings, production and/or storage
buildings and fuel depots [15,16].

The method is applied to all or parts of the
building constituting a fire compartment or cell. The
method is applied both to existing constructions and
to constructions in the design phase. The general
formula for determining the risk of fire is:

P.-G

R :T.A (2.1)

1
where: Ri is the existing risk of fire; P-potential fire
hazard generated by existing specific risk factors;
M-all the fire protection measures provided; A-
coefficient that expresses the probability of
activating the risk factors, differentiated according to
the types of objectives and the nature of the risk

factors; G-severity of possible consequences of fire.
For any given situation, the risk of fire is within
the range of acceptable risks if this condition is met:
Rfire < R (22)

faccepted

where: R¢ accepted is the accepted fire risk for the
type of objective taken in the analysis.

The accepted fire risk is determined by the
relationship:

R, =c-R,, (2.3)
where: ¢ is the ranking coefficient; Rfm - small
risk of quantified fire;
Fire safety (Sy) is ensured in all situations where
one of the conditions is met:

R
S;=—=2>1 2.4
=t @4
or
Rf
S;=—=x<1 2.5
=R 25)

Factors P, G, M are, in turn, expressed by
computational relationships, in which the unknown
elements are elements specific to the category of
factors. [17,18].

2.2. Results and discussions

The results of the qualitative risk analysis are less
accurate, they are more indicative than precise. If
these results are not satisfactory, it provides risk
management and quantitative analysis showing
results in digital form as a result of calculations.

1. The HVAC- system. FILTERS

Considering the type of building-civil building
(Fig.2.1), the risk of fire was evaluated in relation to
the density of the thermal load and the destinations
of the spaces, according to art.2.1.1, from the Fire
Safety Regulations of buildings, indicative P118-99
[19].

Fig. 2.1. SEMA PARK-business buildings complex..
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After the destination, the spaces fall, according to
the provisions of art.2.1.3., from the Fire Safety
Regulations of the constructions, to indicative P118-99,
thus, realizing the risk assessment matrix, presented in
Fig. 2.2, which allows an entity to have a 360-degree
view of the probable risks assessed in terms of the
likelihood or likelihood of the occurrence of the risk
depending on the severity of the consequences [20].

According to these regulations, the spaces fall
into the following levels of fire risk:

- Small risk of fire: pump rooms, power stations
ventilation, toilets, rooms of apartments (excluding
kitchens);

- Medium risk of fire: central heating, server
rooms and electrical panel, offices;

- High risk of fire: underground parking.

As a whole, the spaces within the medium and
high risk levels of fire do not exceed 30% of the
volume of the building, in accordance with the
provisions of art 2.1.3.alin .2, from the Fire Safety
Regulations of buildings, indicative P118-99, the

entire fire compartment consisting of the very high-
rise building above ground is considered as low fire
risk.

The application of the method is done by
consultingthe technical guide for assessing the fire
risk, specific to the destination of the building.

Examples: crowded rooms (GT 030-01),
hospitals (GT 049-02), old people's homes and
people with disabilities (GT 050-02) etc.

In these guides the method is adapted to the
specific of the objectives.

The tables with all the factors and their values
are included. Important is the fact that, for each
destination, the level of the accepted fire risk is
established. The risks can be grouped according to
the probability of occurrence and the extent of the
damage or the consequences that the risks can
generate. Making a risk management matrix is the
second step in the risk management process and
follows the first stage of completing a form risk
assessment to determine potential risks (Fig.2.3).

Fig. 2.2. Risk Assessment Matrix.

Fig.2.3. Risk management matrix.

It requires deliberations and involves under-
standing the business, knowing the risk areas,

collecting data and so on. While rating the risk, it is
important to understand the consequence if the risk
materializes.

In a risk assessment matrix, risks are placed on
the matrix on two criteria:

- probability: the probability of a risk;

- consequences: the severity of the impact or the
degree of deterioration caused by the risk.

Probability of occurrence: based on probability of
occurrence of a risk, risks can be classified into one
of five categories:

-Defined: An almost certain risk of occurring
during project execution. If you look at the
percentages, a risk in excess of 80% could cause
problems will fall into this category.

- Probable: the risks that have 60-80% chance of
occurrence can be grouped as probable.

Buletinul AGIR nr. 4/2019 e octombrie-decembrie

127



TECHNICAL TEXTILES PRESENT AND FUTURE SYMPOSIUM 2019

-Occasional: Risks that have a probability of
occurrence close to 50/50.

-Rar: Risks that have a low probability of
occurrence, but can still not be completely excluded.

-1t is unlikely: rare and exceptional risks that
have a probability of less than 10% occurrence

The intelligent link between the security
systems and the network is made by Honeywell
Security Manager, from Honeywell, which
ensures a faster response time in terms of security
and alerting, in real time, of the possible risks.
(Fig.2.4).

Fig. 2.4.. Scheme of the integrated BMS system .

The Security Manager is one of many
applications that integrate with HoneywellEnterprise
Buildings Integrator (EBI), a powerful suite of
applications that exploits the efficient monitoring
and control of the main functions of the facilities,
including HVAC, power consumption, lighting,
digital video surveillance and security life. The
heating, ventilation and air conditioning system
(HVAC) will be analyzed, from the point of view of
the risks given by the filters encountered at the
AHU/CTA and at the fan coils.The AHU (Air
Handling Unit) is used to control the following
parameters of the space: Temperature, Humidity, Air
Movement, Air Cleanliness.The air treatment unit
prepares the air that is sent to the building, including
recirculating up to 80% of the air in the building. The
fan coils are part of the air conditioning system inside
the building, they receive the air from AHU/CTA.
The fan coils, shown in Fig.2.5, are special
installations for the air conditioning of the rooms,
which ensure a quiet and sustainable operation, with
low energy consumption, both in summer and in
winter.The fan coils operate on the principle of air
absorption from the room, being drawn by the fan,
then filtered and transmitted to the heat exchanger,
where the process of cooling or heating of the air
takes place, to be emerged in the room.

For the heating and cooling of the spaces, the fan
coils use water as a thermal agent. Due to the
cooling and heating functions, the fan coils provide a

high level of comfort, offering to the rooms both
economic and aesthetic advantages.

Fig. 2.5. A fan coil.

In case of fire, the fan coils and the air treatment
plants are stopped because the fire is prevented from
spreading on the air supply pipe in the building.

The heating, ventilation and air conditioning
system (HVAC) will be analyzed, from the point of
view of the risks given by the filters encountered at
the AHU (CTA-air treatment plant/central/unit) and
at the fan coils (Fig.2.6).

The fresh air is sent, in the false ceilings, from
the technical terrace, next to each mouth of
aspiration of the fan coils (VCVs), by the air
treatment plants (CTAS). They send the preheated-
winter/pre-chilled-summer air and filtered twice. By
starting the VCVs, they take the fresh air sent by the
CTAs and introduce it into the living space of the
office. Depending on the requirements, it is possible
to adjust, from the wall thermostats, the temperature
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of the air introduced by them so as to obtain the
desired temperature in the office. The VCVs filter
the air once more, passing it through their own filter.
At the same time, in space, there is an overpressure
that causes the stale air to rise in the ceiling through
the extraction grids.

Here is the extraction pipe through which the
CTAs extract the foul/stale air and throw it out onto
the terrace. The fresh air supply of CTAs is 6 hourly
air exchanges throughout the house.

The cloggingc of the filters, related to the CTAs,
is automatically signaled by the BMS system and

these are changed immediately by the BSS
technicians. The VCV filters are changed biannually
with their maintenance. In the conditions in which
the VCVs are stopped, the fresh and treated air, sent
by the CTAs, is extracted from the false ceiling and
thrown outside, not reaching the living space.

The office space remains with the same flawed
air, its refreshment never occurring.There is
discomfort due to the lack of fresh air. On the other
hand, the use of properly designed and implemented
air filters can help achieve significant cost savings of
the maintenance costs.

Fig. 2.6. CTAJAHU.

The accumulation of dust in the heat exchangers
increases the pressure losses, significantly changing,
in a negative sense, the performance and efficiency
of the equipment. A 10% decrease in heat transfer
efficiency represents 60% of the annual cost of the
filters. All the filters available in the wide range of
sizes can be made from various types of polyester
filter material, synthetic microfiber, synthetic
nanofiber, glass microfiber and they are certified
with Eurovent energy efficiency risk certificate.

Standard EN13799 is applied to air filters in the
design of climate and ventilation installations for
non-residential buildings, except for industrial
applications that define relevant parameters so that
the indoor air characteristics (IAQ) reach a certain
level of comfort.

The outside air is classified on 3 levels from
ODA1 for fresh air, except for temporary pollen
moments for example, up to ODAS3 for air that has a
high concentration of particles and gases. Given the
"side effects" of polluted air, the World Health
Organization recommends that the following limits,

of pollutants (possible to be found in the indoor
airl), presented in Fig. 2.7., should not be exceeded.

Fig. 2.7. The limits of the following pollutants that can be found
in the indoor air.

Also EN 13779 recommends when it is advisable
to replace the filters, especially when the pressure
drop reaches values that the filter clogging (pressure
switch!) or earlier announces, if the filters no longer
meet hygiene standards. In this study, it has been
expected the number of operating hours of the
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installation of the climate and ventilation, as shown
in Fig. 2.8, after which it is recommended that the
air filters should be replaced with new ones:

-pre-filters, coarse filters after 2000 working
hours or maximum 1 year;

-fine and medium filters after 4000 hours or
maximum at 2 years;

For hygiene reasons, it is recommended to
change the filters in autumn and at the end of spring,
after the period when the air is full of pollen.

Fig. 2.8. Limits for changing the air filters.

With the introduction of the new 1S016890
standard, the actual operating conditions will be
considered more efficiently. Instead of the particle
size of 0.4 microns (EN779: 2012), in order to
determine the separation efficiency of PM10, PM2.5
and PM1 dust particles (ISO 16890), a wide range of
0.3 and 10 microns will be used. In order for an air
filter to be evaluated at PM1 or any other PM size, it
will have to demonstrate a minimum efficiency of
50% and this will be incrementally recorded at the
nearest 5% - so an air filter that performs 66% PM1
particles will be evaluated at ePM1 65%.

For coarse filters, the new standard will include
filters that capture less than 50% of the particles in
the PM10 range - these will be known as "ISO
Coarse" and will detail PM10 performance, ie "PM
Coarse 45%". The integrated BMS system can show
alarms to the HVAC system whenever CTA or VCV
are in alarm situation.

CTA risk factors: broken belt; clogged filter; the
“blinds” do not open; thermal protection of the fan;
improper clamping location of the filter;

VCV risk factors: blocked valves; thermal
protection of the fan; improper clamping location of
the filter; does not ensure the regulation of the
ambient temperature; 3-way valve.

After analyzing the number of
events/alarms, for one year, it was found that:

- the number of alarms in spring/autumn is higher
than the number of alarms in summer/winter;

HVAC

- filter clogging represents 70% of all alarm
causes, due to solid air suspensions.

Therefore, even though the manufacturer plans to
replace the bi-annual filters, 4 shifts/year have been
executed. Even if the costs are higher (some of the
filters are washed, others are replaced!), we try to
replace them with antibacterial filters or wash them
with a cleaning agent, with silver ions, to protect the
health of the staff.

Cleaning agent with silver ions CLEANEX
CLIMATE Silver is for professional cleaning of air
conditioning, fan coils and chillers.

The product has high efficiency in cleaning all
types of aggressive dirt (dust, nicotine, fat) while
eliminating unpleasant odors. The product contains
colloidal silver and ensures the elimination of dirt by
cleaning the filters, vaporizers and capacitors,
leading to an increase in efficiency and a significant
decrease in electricity consumption. It ensures the
elimination of unpleasant odors by offering a higher
quality of the air conditioning provided. The product
does not attack the metal components and does not
react with the plastic and rubber elements.

The solution is applied by spraying on the
elements that require cleaning and sanitation
(splitters vaporizers, their filters, lamellar capacitors
and including the carcasses of the devices). The
solution is allowed to operate for up to 10 minutes,
then either rinses with low pressure water, on the
filters and condensers of the external splits, or starts
the air conditioner in cooling mode, in which case,
removing the solution and dirt from the evaporator.
it is made through the collector and the condensate
drain tube.

It is recommended to clean the air conditioners /
filters at the beginning of the hot (spring) or cold
(autumn) season.

3. CONCLUSIONS

Risk assessment involves an analysis of
"hazards" environmental factors that influence the
likelihood of behavior that causes concern. It is
expected that any unit/institution to have an
individual plan risk management. It will already
record many of the preventive and reactive strategies
designed to reduce the level of risk.

Purchasing additional security equipment without
making a complete risk assessment is a mistake that
a facility manager can make when he tries to make a
safer building for working in. It is easy to invest in
security technology but remember the main mission:
risk assessment is the most important thing that
managers can do to improve the security of
buildings, because it ensures that the security system
installed protects against threats.

130

Buletinul AGIR nr. 4/2019 e octombrie-decembrie



STUDY ON RISK MANAGEMENT IN A BUILDING IN TERMS OF THE AIR TREATMENT SYSTEM

REFERENCES

[1] Mendell, M. J., G. M. Naco, et al, Environmental risk factors
and work-related lower respiratory symptoms in 80 office
buildings: an exploratory analysis of NIOSH data, Am J Ind
Med 43(6), pp.630-41, 2003

[2] Granzer, W, Praus, F, Kastner, W, Security in building
automation systems, IEEE Transactions on Industrial
Electronics, 57(11), 2010

[3] LiJ, Poulton G. Dynamic zone modeling for HVAC system
control. Int J Model Ident Control, 9, pp.5-14, 2010

[4] Manea, LR, Hristian, L, Ene, D, Amariei, N, Popa, A,
Fundamental Aspects on Conductive Textiles Implemented in
Intelligent System, International Conference on Innovative
Research (ICIR Euroinvent), IOP Conference Series-
Materials Science and Engineering, 209(012062), 2017

[5] McDowall R.Fundamentals of HVAC Systems, inch
edition. USA: American society of heating, refrigerating and
air conditioning Engineer's Inc., pp.2— 6, 2006

[6] Hristian, L, Vilcu, C, Bordeianu, DL, Ostafe MM, Apostol,
LL, Study of plasma treatment influence on the static
fiber/metal friction coefficient, Buletinul AGIR, (3), pg.31-35,
2016

[7] Syalim, A, Hori, Y and Sakurai, K, Comparison of Risk
Analysis Methods:  Mehari, Magerit, NIST800-30 and
Microsoft’s Security Management Guide, In ARES, IEEE
Computer Society, pp.726-731, 2009.

[8] Tura,V, Melnig, V, Obreja, L, Garlea, A, Neculaiasa, MS,
Ciobanu, G, Hristian, L, Characterization of polyurethane
membranes and films degraded in water, I-st Int. Conf.
Biomaterials&Medical Devices, pp.80, 2004

[9] Xinlan, Z., Information security risk assessment method-
ology research: Group decision making and analytic hi-
erarchy process, In proceedings of the 2:nd WRI World
Congress on Software Engineering, pp.157-160, 2010

[10] Hristian, L, Bordeianu, DL, lurea, P, Sandu, I, Earar, K.,
Study of the Tensile Properties of Materials Destined to
Manufacture Protective Clothing for Firemen, Revista de
Materiale Plastice, 51(4), pp. 405-409, 2014

[11] Breier, J., Risk analysis supported by information se-curity
metrics, 12:th International Conference Computer Systems
and Technologies, pp.393-398, 2011

[12] Hristian, L, Ostafe, M.M., Vilcu, C., Dulgheriu, 1., lonesi,
D.S., Study of the influence of the factors on the fabrics
quality using method of principal components analysis,
Buletinul AGIR, (1), pp. 156-163, 2018

[13]Pirzadeh, L, A Cause and Effect Approach towards Risk
Analysis, In proceedings of the 3:rd International Workshop on
Security Measurements and Metrics (Metrisec), pp. 80-83,
2012

[14] Ostafe, MM, Avram, D, Hristian, L, Ciorobatca, M, Apostol,
LL, Study of tensional properties of goretex waterproof
membranes, Buletinul AGIR, (1) pp. 59-64, 2018

[15] Xiao, H, The research of information security risk
assessment method based on fault tree, In proceed-ing of
the 6:th International Conference on Networked Computing
and Advanced Information Management (NCM), pp. 370-
375, 2010

[16] lonesi, SD, Fangueiro, R, Ciobanu, L, Dumitras, C, Ursache,
M, Dulgheriu, 1, Evaluation of impact behaviour of
composite materials using Taguchi method, Industria Textila,
65(3), pp.153-157, 2014

[17] Baars JE, Siegel CA, Kuipers EJ, van der Woude CJ.
Patient’s perspectives important for early anti-tumor
necrosis factor treatment in inflammatory bowel disease.
Digestion, 79 (1), pp.30-35, 2009

[18] Hristian, L, Ostafe, MM, Manea, LR, Apostol, LL,
Experimental Researches on the Durability Indicators and
the Physiological Comfort of Fabrics using the Principal
Component  Analysis (PCA) Method, International
Conference on Innovative Research (ICIR Euroinvent), IOP
Conference Series-Materials Science and Engineering, 209,
(012104), 2017

[19] Rausand, M., Risk Assessment: Theory, Methods, and
Applications, John Wiley & Sons. pp. 137-76, 2013

[20] International Organization for Standardization ISO/IEC
27005:2011, Information technology. Security techniques.
Information security risk management, 2011

About the authors

Lecturer, Ph.D Liliana HRISTIAN
”Gheorghe Asachi” Technical University of lasi

Graduate of the "Gheorghe Asachi" Technical University in lasi, Faculty of Textiles - Leather - 1997, doctor engineer since 2008,
head of works at the Faculty of Textile Leather and Industrial Management - 2012. Areas of competence: testing and quality
control of textile products, methods processing of statistical data.

Eng. Victor POPESCU
B.S.S. Bucharest

Graduate of the "Gheorghe Asachi™ Technical University in lasi, Faculty of Textiles - Leather, master's degree in 2019. Areas of
competence: optimization of technological processes of spinning and weaving, computer-aided technological design,
programming languages - Turbo Pascal, C ++. Currently, technician responsible to look after the low voltage security systems at
BUILDING SUPPORT SERVICES /B.S.S. , Bucharest.

PhD. eng. Maria Magdalena OSTAFE
Doctoral School of the Faculty of Industrial Desin and Business Management

Graduate of "Gheorghe Asachi" Technical University of lasi, Faculty of Textile-Leather-1997, PhD student from 2015.
Currently, responsible for acquisitions within S.C. PROM INSTAL SERVICE, Popesti-Leordeni, llIfov county

Ph.D luliana Gabriela LUPU
Technical University of lasi, Romania

She graduated the Technical University from lasi, Textile-Leather Faculty in 1992. In present, she is employed at Technical
University from lasi where she currently holds a position of associate professor. She has a Ph D degree since 2002 in Industrial
Engineering. Areas of competences: nonwovens, technical textiles, electrospinning

Buletinul AGIR nr. 4/2019 e octombrie-decembrie 131



