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Abstract. Securitatea reţelelor este un serviciu 

important oferit pentru protecţia datelor şi 

confidenţialitatea informaţiilor. Folosirea unui 

model de sceuritate adecvat este importantă 

pentru alegerea corectă a politicii, tehnicii şi 

metodei de securitate adecvate. Modelul de 

securitate de tip „ceapă”, cu trei nivele, descrie 

modul de protejare a informaţiei stocate sau 

transferate rin reţea ca o singură unitate. Acesta 

trebuie combinat cu modelul „arbore” pentru 

securitatea sistemelor informaţionale distribuite. 

Lucrarea de faţă descrie cele două modele  

de securitate şi  o diagramă logică de aplicare  

a lor.  
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Abstract. Network security is an important service 

offered for data protection and information 

confidentiality. It is important to use an appropriate 

security model for each communication system in 

order to design or chose the adequate security 

policy, technique and method. The 3-levels ”onion” 

security model describes very well the protection 

which should be ensured for any information stored 

or transferred  as one unit through the network. This 

one has to be combined with a security  “tree” model 

for a distributed informational system. This paper 

describes these two models and a logical diagram 

useful for any informational security system is also 

presented. 

 

I. INTRODUCTION5 

Computer network security is essential for 

many applications, especially militar or 

governamental. Commercial use of Internet 

services also needs secure communications. 

Private networks interconnected over the Internet 

impose special security policies. The security 

level needed by a particular network or 

application is established by a complete network 

security analysis. Different security models could 

be applied and a lot of data securing methods 

could be chosen based on the security policy. 
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The security protocols offer services for the 

protection of the network and of the transmitted 

or stored information in different conditions of 

attacks. Some embedded software with 

configurable options for all network security 

levels could be designed based on adequate 

network models. 

II. SECURITY ANALYSIS 

Any computer network design should contain 
an analysis of possible risks of security in order 
to prevent malfunction or intrusion of some 
undesired clients.   

Computer network security referes to different 
aspects: 
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• The messages are authentical and 
transmitted from authorized sources. 

• Data are correct, complete and it could not 

be repudiated.  

• The access to any confidential information 

or limited services is restricted and under control. 

Three steps are followed for security analysis: 

• Vulnerabilities identification 

• Threats evaluation 

• Risks analysis  

Based on it, the security policy defines:  

• Acceptable and non-acceptable threats 

• Protected resources 

• Security levels 

• Security tools 

• Security costs (financial, human, social etc.) 

Security services offer different mechanisms 

to secure communications and a management 

system which control the information trafic in 

open environments and reports any undesirable 

event to the network administrator. An automatic 

control of the security is recommended to 

facilitate wide area network administration. 

III. SECURITY MODELS 

Network Security could be seen as a 

multilayer system or a body-centred structure 

looking like an onion or a nut. Its kernel is the 

information itself. The ”nutshell” represents the 

security system (Figure 1): 

1. Layer 1 – the physical layer - corresponds 

to the physical access to the system o the 

information. It is critical for many network 

equipments such as hubs or access points 

where pasiv intruders are hard to detect.  

2. Layer 2 – the logical layer – imposes 

access restrictions based on software 

constraints (passwords, passphrases) and 

limitations on accessing different resources 

(services, applications etc.) with special 

privileges (read, write, execute). 

 

Fig. 1. Body-centred Multilayer Security Model. 

 

This model could be expanded for distributed 

systems such as distributed databases using 

multiple servers using the ”tree” principle for 

modelling (Figure 2).  

Fig. 2. Security Tree-Model of a Distributed 

Informational System. 

The access should be granted only by the 

”root” node based on user authentication 

information stored and managed on a security 

server (i.e. RADIUS).  

The other nodes represents routers or servers 

hierarchically arranged which gradually allow the 
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access of an user only after the validation 

agreement given by the ”parent” node.  

The edges of the tree-diagram represent 
client-server communication processes, requests 
and answers sent through the network. 

A final node corresponds to the host-machine 
where the quest, file, program or network 
service, could be found and directly accessed.   

Each node will apply the first security model, 
with two layers, before any answer is sent to the 
client. It may be seen as a latent and difficult 
authentication process but it surely minimizes the 
fraud. The latency is an advantage in a well-
secured communication system because it 
increases the probability of any intruder detection. 

The presented models facilitate an efficient, 
modular and structured implementation of the 
security functions.  

The root node of the tree-diagram corresponds to 
a security server which is accessed only by the 
subordinate security servers and not by the user 
itself. 

The security database stored on the main node 
should contain user private information directly 
obtained in a physical manner not through the 
network. This is the most secured way to avoid fraud 
and it could be used for e-banking, e-commerce and 
any other strategical application. 

IV. SECURITY LOGICAL DIAGRAM 

According to the above-mentioned security 

models, a logical diagram could be designed in 

order to facilitate the software implementation of 

the security services. 

It works based on the client-server principle 

and it should be a roll-call polling process not a 

hub go-ahead polling one. This fact will avoid any 

illegal access on an intermediate node of the 

securing process. 

Any security client request is redirected to a 

parent node in a proxy manner, with no direct 

access to the remote server (Figure 3). Node 1 or 

the child-node represents the security client 

which send an enquire (ENQ) to the proxy server 

(node 2). The parent-node will open another 

session with the RADIUS server (node 3) in order 

to answer by Yes or No (Y/N) to this request. The 

remote server processes the request, checks the 

user ID and generate  the answer. 

 

 

Fig. 3. Security Logical Diagram. 

 

Identification data should be some long 

numerical code with no particular mean (name, 

birthdate etc.), random and uniquely generated 

for each new user. An arithmetic validation 

function should be used to facilitate the checking 

process and to avoid any matching sequence 

generated by coincidence. Encryption should be 

applied for all the identification information 

transmitted through the network. This 

communication model is applied for all pair of 

nodes of the security tree-diagram. 

V. CONCLUSIONS 

Two network security models are presented and 

combined in order to generate a complete and 

robust security model for private distributed 

informational resources. An embedded software for 

security purposes could be designed using the 
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proposed logical diagram. It coud be applied on 

high-security levels for special network applications. 
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