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Rezumat. Datorită complexităţii şi numărului mare de 

atacuri asupra reţelelor IP de comunicaţii, securizarea 

completă a acestora devine o sarcină dificilă, imposibil 

de realizat fără sisteme specializate. Soluţia propusă în 

cadrul acestei lucrări este crearea unui sistem de cen-

tralizare şi analiză a rapoartelor de securitate, pentru 

simplificarea operaţiilor de monitorizare a securităţii. 
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Abstract. Due to the complexity and large number 

of attacks on IP communications networks, securing 

them becomes a difficult task, impossible without 

specialized systems. The solution proposed within 

this paper is to create a system for centralization 

and security reports analysis, to simplify security 

monitoring operations. 

Key words: security, monitoring, event, incident, 
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I. Introducere 

The∗evolution of computer systems performance, 

ease of implementation and low costs made possible 

an almost exponential growth of IP telecommunica-

tions networks. The result was a global infrastructure 

for communications, known today as the Internet, 

allowing automation of operations across all business 

areas and remote control of computer systems.  

Due to the wide spreading of this technology for 

interconnection, it was preferred rather to adapt it to 

the new needs and trends in communications than 

creating a new stack. This approach, while allowing 

communications networks adapt to the new 

requirements, leads to an increase in complexity of 

devices used, hinders management and increases 

their likelihood of failure.  

                                                 
∗ “Politehnica” University of Bucharest, Faculty of Electronics, 

Telecommunications & IT. 

IP networks can be used for:  

• remote control of energy facilities; 

• remote video surveillance; 

• „smart house” solutions; 

• entertainment ( IPTV, Internet radio); 

• real time services (VoIP, videoconferencing);  

• access to information databases, etc. 

Mobile networks development trends are also IP 

oriented. It is expected that the fourth generation of 

mobile networks will be based on the same protocol 

stack ("All IP Network") [1]. 

Accordingly, IP networks and all hardware and 

software communication mechanisms used are always 

in the attention of hackers and computer terrorists. 

Due to the complexity of the systems used, there 

is always a possibility of discovering new vulnera-

bilities, which can result in security breaches. In 

this context, security monitoring is required for 

communications networks. 
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In addition, all network elements may be monitored 

in order to easily detect any operational problems and 

remedy them. 

This work aims to: 

• summarize the security problems and their 

solutions; 

• present a security monitoring system for com-

munications networks, with multiple alerting facilities. 

The proposed system architecture will be presented 

without insisting on practical implementation issues. 

2. Performance management  

Performance management refers to the process 

of setting objectives and regularly checking the 

progress towards achieving these objectives. It is a 

continuous process of monitoring system performance 

indicators, also called key performance indicators 

(KPI - Key Performance Indicator) – they completely 

characterize processes and systems dynamics. Any 

discrepancy results in a change of process parameters 

in order to meet desired objectives. 

Performance management has a wide range of 

applications, like software performance, business and 

corporate performance, employee performance, etc. 

[2]. 

In IP networks, performance management requires 

the monitoring of desired performance indicators (in 

this case, security indicators), followed by their analysis 

and the modification of operating parameters of the 

networks in order to achieve certain quality indicators. 

The monitoring systems aim to provide advanced 

functions for automatically analyzing performance 

indicators and alerting human factor in case of their 

degradation. 

3. IP network security - intrusion detection 

The Internet Protocol Suite (widely used now-

adays – TCP/IP) lacks basic security mechanisms 

such as authentication and encryption. This vulne-

rability is exploited by attacks such as connection 

hijacking, by forging addresses and source routing, or  

DNS (Domain Name System) poisoning. 

A special category of attacks implies flooding some 
systems with irrelevant data, resulting in drastically 
reducing the performance of these systems, if not 
completely blocking them. These are known as Denial 

of Service (DoS) attacks. 
Also, the vulnerabilities of software mechanisms 

are exploited by viruses and other malicious programs 
(in some cases, these programs are designed to 
create the vulnerabilities themselves in order to ease 
access in the targeted systems).  

Another serious security issue is the vulnerability of 
web interfaces to session hijacking attacks. Because 
web communication protocols are stateless, the user's 
identity information is stored through web sessions. 
General purpose web servers allow  minimal session 
security features, in order to allow access to all users, 
regardless of the software used. Without additional 
security mechanisms, hijacking sessions is possible, 
allowing attackers gain access to the configurations of 
these systems, or worse, to sensitive corporation data. 

Most service provider applications include remote 
configuration features, through platform independent 
web interfaces. Although the advantages of these 
capabilities are clear (simple tools for configuration 
management, available from any remote locations 
without exposing management ports to the Internet) 
, if not designed correctly, they may also provide 
easy to use security vulnerabilities. 

As the obligativity of securing these applications 
falls back to the programmer, it is strongly recom-
mended to implement existing mechanisms rather 
than creating new ones. Existing mechanisms avail-
able to the general public (OpenSource) have the 
advantages of testing, constant improvement and 
cumulative experience of developer communities [3]. 

Each type of vulnerability is punctually remedied 

by a specific type of software system: an anti-virus 

program actively eliminates viruses, network traffic is 
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filtered by firewalls, eliminating known DoS threats 

and not only, and intrusion attempts are identified 

IDS-es (Intrusion Detection Systems).  

Next, we will call these applications security agents. 

Any possible threats detected by these agents are 

recorded as security events, in a special database. 

When it's certain that the threats are real, the 

security events become incidents and are usually 

communicated  to a security officer, in order to decide 

on the appropriate course of action. 

In order to easier describe the mechanisms behind 

the security monitoring system, we will firs refer to 

the Intrusion Detection Systems. 

An IDS is based on a system of probes, used to 

gather security events and transmit them to a core. 

The core then records them into an internal database, 

analyzes them and optionally generates filtering 

rules for the firewall. This way, network gains the ability 

to detect and block communication-level attacks. 

Intrusion detection is done by "fingerprinting" 

network traffic and comparing it with information 

from the system's internal signature database. If a 

type of attack is detected, security event is issued 

and appropriate measures are taken.  

Additionally, the system can have the ability to 

learn new attack signatures, by identifying traffic 

anomalies. Unfortunately, this operation is done with 

a certain interval of confidence and requires human 

intervention for the complete analysis of the reports 

and the registration of the new signature. Otherwise, 

in networks with dynamic traffic, the system may tag 

useful traffic as malicious and disrupt the network's 

activity. 

As about traffic analysis, the IDS may partially or 

completely record the data in a file system, for it's 

later use. 

In order to wholly secure a communications net-

work and monitor its status, it's necessary to correlate 

all security mechanisms in a network security 

manager.  Its structure is represented in figure 1. 

The Event Correlation System(ECS) gathers se-

curity events from all agents involved and, based 

thereon, generates security reports that are entered 

into a database.  

Communication with the monitoring system can 

be done either at the initiative of the event correlator 

(regularly or at the detection of problems) or on the 

initiative of the monitoring system [4]. 

Optionally, the ECS may decide to notify a security 

agent management system, to update the networks 

security policies. It was assumed that events can be 

gathered from all network security systems. 
 

 

Fig. 1. Security Event Manager (SEM). 
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Fig. 2. Security monitoring system architecture. 
 

The use of an event correlation system, in tandem 

with monitoring system and, may improve response 

times of network security monitoring teams. The 

advantage of a centralized security monitoring system 

is the ability to detect slow attacks (stealthy attacks), 

harder if not impossible to detect through human 

analysis. 

Based on the network security policies, security 

officers create correlation rules which a then used by 

the ECS for security event analysis.  

Figure 2 shows the architecture for the communica-

tion network security monitoring system. Depending 

the adopted security policies, one may choose either 

a distributed system for event analysis (in which case 

the master ECS is no longer required), or a centralized 

one. 

For optimal event corelation between different 

networks while ensuring the maximum security level, 

in case of interconnection through Internet, it's 

recommended to use separate event management 

systems, in order to limit the exposure of reports on 

public networks. Using dedicated VPN (Virtual Private 

Network) sollutions makes from this necessity an 

optional method for further optimizing the system.  

This situation corresponds to the distributed 

system architectures. 

The usage of a master correlation system allows 

further centralization of security events and a better 

annalysis on network status, at the price of greater 

exposure of data through Internet (without a dedicated 

network for monitoring). However, this configuration 

allows a much better detection of security incidents. 

Additionaly the database of the central SCE allows 

analysis on security event history, allowing accurate 

assessments of the risk of the security incidents 

detected. 

On the basis of security incidents, network mana-

gers can take measures to minimize or even remove 

the risks detected, by updating the security policies.  

4. Security Monitoring System 

The complete monitoring of data communication 

networks involves a continuous monitoring of: 

• communications network security; 

• network hardware and software operation; 

• operation of network hardware and software; 

• key performance indicators. 
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Fig. 3. The interconnection between the monitoring system and its external components. 
 

Starting from the assumptions of the previous 

chapter, the overall security of the communications 

network can be monitored, but it is also possible to 

punctually monitor security officers (Figure 3). To 

simplify the communication protocols and improve 

their security, it's essential that all monitoring opera-

tions to be performed by the security events manager. 

To monitor the security system, there are required 

mechanisms for controlling the operation of physical 

devices and software applications. In addition, one 

can  monitor their performance indicators (this category 

also includes network security indicators). 

Mandatory requirements of monitoring systems are: 

• modularity - due to the dynamics of technology, 

the ability to further expand the monitoring system is 

necessary 

• scalability - the system must be able to monitor 

large networks, without a significant impact on per-

formance; 

• parallelism - the system must allow the con-

current monitoring of multiple network elements; 

• alerting - once identified a potential problem, 

the monitoring system will alert the appropriate con-

tacts for its immediate remedy, the most important 

notification mechanisms are: SMS, SNMP trap and 

e-mail; 

• security - monitoring operation requires extra 

attention in this regard, as the monitoring system 

works as a bridge between the monitored network 

and managers; 

Monitoring security is not only information security 

but also protection against damage to the monitoring 

system. Sometimes, the possibility to have a re-

dundant monitoring system is essential. 

In terms of alerts, most important are the SMS, as 

they offer complete independence of the monitoring 

system from the monitored communications network. 

A special category of alerts are the SNMP trap 

messages. They can not be used to notify the 

human element, but provide a mechanism for inter-

facing with any type of equipment, with a universal 

language. 

The proposed monitoring solution is based on the 

Nagios OpenSource system [5], whose internal archi-

tecture (Fig. 4) meets the first three requirements 

mentioned above. In the following, will be referred as 
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the Centralized Monitoring and Alerting System 

(CMAS), containing as key features the following: 

• simple plugin architecture to ease the imple-

mentation of new functions. In its initial configura-

tion, the CMAS only includes functions for command 

interpretation (allowing further development, as all 

commands are executed in a Linux shell), storage 

and processing of monitoring results. All other as-

pects of monitoring are completely ignored the 

CMAS core; 

• contact notifications when service or host 

problems occur and get resolved, with the possibility 

of escalation; 

• ability to define a network hierarchy, allowing 

detection of and distinction between elements that 

are down and those that are unreachable; 

• can define a hierarchy of elements, allowing the 

distinction between the bad and inaccessible; 

• possibility to implement automated recovery 

solutions; 

• support for distributed and/or redundant monitor-

ing; 

• optional web interface to access reports from 

the monitoring system. 

The monitoring logic is divided in in two com-

ponents: the monitoring of hosts and services and is 

based on periodic checks of their status. It includes 

functionality for parallelized, dependency and cached 

checks. 

To enhance performance, when CMAS executes 

on-demand checks, it'll first check the cache memory 

to determine if it's data is up-to-date and, only if 

needed, will run a real check. If the cached information 

is fresh enough the system will use it without running 

any other commands, thus allowing for better overall 

performances. 

 

 
 

Fig.. 4. Centralized Monitoring and Alerting System. 
 

All checks are done through plug-ins. The CMAS 

core has no internal effective mechanisms for 

monitoring, as it's based on external mechanisms 

specifically designed for this purpose. This way, the 

monitoring system benefits of maximum flexibility, as 

new features can be included without having to 

recompile the entire system. 

For centralized network security monitoring so-

lutions, interconnection of all security event ma-

nagement systems with the CMAS is required. As the 

monitored systems are usually installed in remote 

locations, their interconnection with the monitoring 

system can be made by  Private Networks, Internet or 

even Virtual Private Network (VPN). The most reliable 
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and preferred solution in terms of security is the VPN, 

but communication can be made through public 

networks, using additional mechanisms for encryption 

and authentication. 

The interconnection model is generally described 

in figure 3. Apart from the communication medium 

used, the monitoring of IP network security involves 

implementing a security event manager within each 

network, which will notify the monitoring system when 

security incidents are detected. Communication 

between the two types of entities should be done 

on an encrypted connection, using public keys to 

authenticate agents. 

The proposed monitoring system offers the 

following features: 

• IP network security monitoring; 

• alerting through SNMP, SMS, e-mail and 

WinPopup  messages 

• separation of monitored elements in hosts and 

services 

• access to a web interface for viewing alerts and 

reports status and performance monitoring features; 

• monitoring in maximum security conditions. 

The user can access the system's reports via 

web interface only through an encrypted connection. 

SMS alerts are sent through a mobile terminal 

attached to the monitoring system, insuring notifica-

tion independence from the IP communications 

network. Additionally, the SMB server can send broad-

cast messages within the management network, 

allowing for instant notification of security officers. 

Communication with other management and mo-

nitoring systems is done through the SNMP server 

[6]. 

5. Conclusions 

If configured properly, a security monitoring 

system may detect most (if not all) security threats, 

allowing the human factor to focus on enforcing 

security and eliminating active and possible threats. 

As the role of these systems is to maintain a 

centralized database of all security events detected, 

it's possible to detect even stealthy, distributed 

attacks, most times invisible to human eye. 

Due to the nature of the information used, these 

systems require more attention in terms of security, 

as even minor breaches may generate severe net-

work security threats. 
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