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REZUMAT: Această prezentare intenţionează să fie o evaluare a caracteristicilor de securitate a sistemelor inteligente de retea
retea
vs Costuri:
1. Cum pot sistemele Smart Grid ajuta în a face sistemul de energie electrică mai puţin vulnerabil la întreruperile datorate la
acte deliberate împotriva sistemului.
2. Cum pot sistemele Smart Grid ajuta la restabilirea integrităţii sistemului de energie electrică în urma întreruperilor.
3. Cum pot sistemele Smart Grid facilita comunicarea la nivel national, interoperabila
interoperabila de urgenţă şi de control al sistemului
energetic în situaţii de urgenţă locale,
locale, regionale, sau la nivel naţional.
4. Care sunt riscurile
riscurile de care trebuie să se ţină seama avand in vedere ca sistemele de Smart Grid în cazul în care nu sunt
atent realizate
realizate şi administrate
administrate, pot crea vulnerabilitati si ameninţări de securitate de orice fel, şi modul în care aceste riscuri
pot fi diminuate.
Cuvinte cheie:
cheie Smart Grid, riscuri, vulnerabilităţi, costuri
ABSTRACT
This presentation intend to be an evaluation of Security Attributes of Smart Grid Systems vs Costs:
1. How Smart Grid systems can help in making the electricity system less vulnerable to disruptions due to intentional acts
against the system.
2. How Smart Grid systems can help in restoring the integrity of the electricity system subsequent to disruptions.
3. How Smart Grid systems can facilitate nationwide, interoperable emergency communications and control of the nation’s
electricity system during times of localized, regional, or nationwide emergency.
emergency.
4. What risks must be taken into account that Smart Grid systems may, if not carefully created and managed, create
vulnerability to security threats of any sort, and how such risks may be mitigated.
Keywords: smart grid, risks, vulnerabilities, costs

1. SCADA SYSTEMS
In the distribution network of Electrica’s-DSO,
surveillance, control and data acquisition
(SCADA-DMS) are widely used to control and
monitor the local energy system. SCADA-DMS
systems are subject to cyber security assessments
on a variety of system in the laboratory and on site
in operational environments, including electric
power system installations. Many flaws can be
detected during these evaluations. It is estimated
that at least 12% of all reported vulnerabilities
apply control systems. A vulnerability is reported
as such if it was observed in at least two
assessments.

In practice, there are several vulnerabilities that
have not been made public, but that could be
exploited by an attacker with technical knowledge.
The energy distribution systems also suffer from
the fact that intelligence is only applied locally by
protection systems and by central control through
the supervisory control and data acquisition
(SCADA) system. In some cases, the central
control system is too slow, and theprotection
systems (by design) are limited to protection of
specific components only.Therefore there are the
strategy for have a good interoperability and
security for data of the oldest and newest
comunications solutions.
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To add intelligence to an energy distribution
systems, we need to have independent processors
in each component and at each substation. These
processors must have a robust operating system
and be able to act as independent agents that can
communicate and cooperate with others, forming a
large distributed computing platform. Each agent
must be connected to sensors associated with its
own component or its own substation so that it can
assess its own operating conditions and report
them to its neighboring agents via the
communications paths. Thus,for example, a
processor associated with a circuit breaker would
have the ability to communicate with sensors built
into the breaker and communicate those sensor

Technical
Applicati
values using high-bandwidth fiber communications
connected to other such processor agents.
We presently have two kinds of intelligent systems
used to protect and operate distribution systems:
the
protection
systems
and
the
SCADA/EMS/independent system operator(ISO)
systems.
Modern
computer
and
communications
technologies now allow us to think beyond existing
protection systems and the central control systems
to a fully distributed system that places intelligent
devices at each component, substation. This
distributed system will enable us to build a truly
smart grid.
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Smart Grid security is to be taken very seriously.
The smart grid requires developing and deploying
extensive
computer
and
communication
infrastructure that supports significantlyincreased
situational awareness and allows finer-grained
command and control. This is necessary to support
major applications and systems such as demandresponse wide-area measurement and control,
electricity storage and transportation, and
distribution automation.
Any complex system has vulnerabilities and
challenges, and the smart grid is no exception.
Numerous challenges will arise with the
integration of cyber and physical systems, along
with such factors as human behavior, commercial
interests, regulatory policy, and even political
elements. Some challenges will be quite similar to
those of traditional networks, but involving more
complex interactions.

2. AREAS NEED TO BE CONSIDERED:
Trust
For control systems, we define trust as our
confidence that, during some specific interval,
• the appropriate user is accessing accurate data
created by the right device at the expected location

at the proper time, communicated using the
expected protocol
• the data hasn’t been modified
Many people view the grid’s control systems as
operating in an environment of implicit trust,
which has influenced design decisions. If some
participants aren’t trustworthy, new methods of
addressing this beyond existing monitoring
approaches might be required.

Communication and Device Security
Traditional electric-grid communications have
relied predominantly on serial communication
environments to provide monitoring and control.
Serial
communication
is
reliable,
is
predictable,and, owing to the nature of the
communications protocols, provides some
containment. However, increasing numbers of
smart-grid deployments are using Internet
technologies, broadband communication, and
nondeterministic communication environments.
This issue is compounded by the rapid deployment
of smart-grid systems without adequate security
and reliability planning. For example, whereas
traditionally communications involved devices that
were in areas with physical access controls (such
as fences and locked buildings), two-way meters
being deployed now are accessible by consumers
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and adversaries. Consequently, we must consider
automatic meter reading/advanced metering
infrastructure (AMR/AMI) environments hostile
in such cases.

Smart meters are extremely attractive targets for
malicious hackers, largely because vulnerabilities
can easily be monetized. Hackers who compromise
a meter can immediately manipulate their energy
costs or fabricate generated energy meter readings.
This kind of immediacy of return on the hacker
investment has proven to be a great motivator in
the past.
A hacker/cyber attack is a single attribute that can
be released to the public network from a remote
location anywhere in the world and could be
coordinated to attack multiple locations
simultaneously. Energy sector efforts to uncover
vulnerabilities
and
develop
effective
countermeasures have so far prevented serious
damage.In present cyber security generally is
focused on information technology, or IT, and
ignores the threat to industrial control systems,
which are embedded throughout the electric grid,
from generation to transmission to distribution.
However, some attacks on energy control systems
worldwide have been successful. Stuxnet—the

software program that attacked the nuclear
centrifuges in Natanz, Iran, last year—was a proof
point for the vulnerability of industrial control
systems. Implementation includes deployment of
many
new
technologies
and
multiple
communication infrastructures.An analyse of all
comunications infrastructure with the smart grids
components
(SCADA-DMS,
smartmetering,DER/RES, VE/storage) will be
realised, by M/490, M/468 and M/441 rules.
Components of smart grid technologies has been
developed in some locations. The Smart Grid
technology implemented will now be implemented
through successive amendments to the local
electricity infrastructure, therefore, inherited
infrastructure cyber vulnerabilities should be
recognized and addressed as part of the
implementation of Smart Grid. Will be adapted the
requirements of NIST Framework and Roadmap
for Smart Grid Interoperability Standards, Release
2.0
Taking into account the potential consequences of
a successful cyber attack on Smart Grid network,
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many smart meters could be compromised and data
collection nodes could be programmed by a
potential attacker to simultaneously send messages
that would cause energy demand to be be
dramatically reduced and then increased
dramatically. These false messages could cause
network instability and power outages.

3. THE CURRENT RISK OF ATTACK
THROUGH
SMART
GRID
TECHNOLOGY

knowledge. There are many potential entry points
physically unprotected. Wireless networks can be
easily monitored by attackers and can be
susceptible to attacks Man-in-the-Middle (MITM).
Practice in complex networks indicates that several
vulnerabilities exist and some yet to be discovered.
Because Smart Grid technologies are currently
implemented in a small percentage of network,
national security risk represented by vulnerabilities
in these new technologies can be assessed be
trusted a significant risk at this time.

Any way communication that supports monitoring
and control of the Smart Grid is a bi-univocal way
communication. Each communication channel is a
potential route of attack for an attacker possessing

However, since these devices and networks are
vulnerable to attack, the risk that as the
implementation becomes more widespread.

Privacy
As the grid incorporates smart metering and load
management, user and corporate privacy is

increasingly becoming an issue. Electricity use
patterns could lead to disclosure of not only how
much energy customers use but also when they’re
at home, at work, or traveling. When at home, it
might even be possible to deduce information
about specific activities (for example, sleeping
versus watching television). It might also be
possible to discover what types of appliances and
devices are present by compromising either the
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customer’s home area network or the AMR
network. Also, increases in power draw might
suggest changes in business operations. Such
energy-related information could support criminal
targeting of homes or provide business intelligence
to competitors. Further research is needed in
mitigating such threats.

Security Management Issues Complexity
The complexity and scale of future power systems
that incorporate smart-grid concepts will introduce
many security challenges. Currently, a large utility
communicates with thousands of devices to
manage the electrical grid. Both the volume of data
and the number of devices with which a utility
communicates is likely to increase by several
orders of magnitude. With these larger networks,
routine maintenance, managing trust, and
monitoring for cyber intrusion become challenges.

Consolidation of operating entities giving rise to a
larger “foot print” with more complex problems
and requiring smaller error margins and shorter
decision times. This problem may be aggravated
by depletion of experienced personnel due to
retirement, etc.

4. DISTRIBUTION
MANAGEMENT
FUNCTIONS
TO
REDUCE
VULNERABILITIES
The reliability problem also arises due to faults
occurring in the system. A set of advanced
automation functions] is developed to combat this
problem. These new distribution management
functions can be summarized as follows:

The Fault Diagnosis and Alarm Processing
Function:

Recognizing that any prolonged or widespread
disruption of energy sources could produce
human and economic consequences, reliability
has always been in the forefront of power grid
design and operation.
The reliability issues in modern power grids are
becoming increasingly more challenging. Factors
contributing to the challenges include:
 Aggravated grid congestion, driven by
uncertainty, diversity and distribution of
energy supplies due to environmental and
sustainability concerns. The power flow
patterns in real-time can be significantly
different from those considered in the
design or off-line analyses.
 More numerous, larger transfers over
longer distances increasing volatility and
reducing
reliability
margins.
This
phenomenon is aggravated by energy
markets.
 The grid being operated at its “edge” in
more locations and more often because of:
• Insufficient investment and limited
rights of way
• Increasing energy consumption and
peak demand creating contention for
limited transfer capability
• Aging infrastructure
• Maximizing asset utilization driven by
modern
tools
for
monitoring,
analyzing and control

This function is automatically triggered
immediately after the occurrence of a fault. It
produces a diagnosis of events on the basis of a set
of pre-defined scenarios (a comparison of the
remote information flow is made with the patterns
predefined by experienced operators). The
diagnosis produces an analysis of the type of fault
enabling the operator to quickly understand what
happened in the network under its control. The
function can also detect missing remote control
signals.
The Fault Location Function:
After detecting and analyzing the fault, it is
necessary to find the location of the fault. The goal
of this function is to quickly determine the section
of the feeder where the fault occurred. This is
performed by analyzing the information sent from
fault indicators to the control center. Operators can
then intervene and isolate the fault area by
remotely opening the corresponding switches. The
degree of accuracy depends on the density of fault
indicators on the MV network.
The Service Restoration Function:
After locating the fault, this function finds all the
plans allowing power restoration to lost customers
of the non-faulted section of the feeder while
considering technical constraints. Each plan
consists of a series of actions, (opening/closing of
switching devices) leading to power restoration.
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5. CONCLUSION
With the increasing world population, thereby
increasing demand, and depleting resources the
need to be ‘smart’ and efficient in our energy
usage has become an imperative. Implementation
of Smart Grid concept would go a long way in
solving many of the present energy issues and
problems. The whole network needs to be
upgraded to meet the requirements i.e. at
transmission as well as distribution level.
Researches are going on to find the optimal
solution and new technology to make all the
desired characteristics possible.
As in many areas, the cost-benefit analysis will
determine how expensive and how big an effort
might be required to secure components of Smart

grids. Once an asset is identified, it's a
straightforward process to determine the cost of its
loss or disruption.
Then it's possible to determine a rational level of
cost for preventive measures.
Whether we take an alarmist stance or a calmer,
pragmatic attitude, the perennial issues around
protecting Smart Grids continue to raise their
heads.
Smart Meters, Smart Homes, Smart City and
so on would constitute the Smart Grid. As the new
technologies would be invented and existing ones
boosted up to meet the desired specifications the
Smart Grid would become a reality and change the
whole energy pattern throughout the world.
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